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1 Introduction

1.1 Attack Graphs

To address the rising risks of computing and threats to cybersecurity, vulnerability
analysis modeling is a technique employed by experts to identify weak points
in a system or set of systems. One such modeling approach is to represent
the system or set of systems through graphical means, with system information
encoded into the nodes and edges of the graph. This modeling approach was first
utilized in the 1990s in a format called attack trees, and can be seen through the
works of the authors of [1] and [2]. These attack trees would later be expanded
into attack graphs.

Attack graphs begin with a root node that contains all the current information
of the system or set of systems. From this initial root state, all assets in the
system are examined to see if any single modification can be made, where a
modification is typically a change in system policy or security settings. If a
modification can be made, an edge is drawn from the previous state to a new
state that includes all of the previous state’s information, but now reflects the
change in the system. This edge is labeled to reflect which change was made to
the system. This process is exhaustively repeated, where all system properties
are examined, all attack options are fully enumerated, all permutations are
examined, and all changes to a system are encoded into their own independent
states, where these states are then individually analyzed through the process.

1.2 Compliance Graphs

Compliance graphs are an alternate form of attack graphs, utilized specifically
for examining compliance and regulation statuses of systems. Like attack graphs,
compliance graphs can also be used to determine all ways that systems may
fall out of compliance or violate regulations. These graphs are notably useful
for cyber-physical systems due to the increased need for compliance. As the
authors of [3], [4], and [5] discuss, cyber-physical systems have seen greater
usage, especially in areas such as critical infrastructure and Internet of Things.

The semantics of compliance graphs are similar to that of attack graphs,
but with a few differences regarding the information at each state. While
security and compliance statuses are related, the information that is analyzed in
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compliance graphs is focused less on certain security properties, and is expanded
to also examine administrative policies and properties of systems. Since compliance
and regulation is broad and can vary by industry and application, the information
to analyze can range from safety regulations, maintenance compliance, or any
other regulatory compliance. However, the graph structure of compliance graphs
is identical to that of attack graphs, where edges represent a modification to the
systems, and nodes represent all current information in the system.

1.3 Difficulties of Compliance Graph Analysis

Analysis of directed graphs is not as simple as their undirected counterparts.
The primary contributor to the increased difficulty is due to the asymmetric
adjacency matrix present in directed graphs. With undirected graphs, simplifications
can be made in the analysis process both computationally and conceptually.
Since the “in” degrees are equal to the “out” degrees, less work is required
both in terms of parsing the adjacency matrix, but also in terms of determining
importance of nodes. As the author of [6] discusses, the difficulty of directed
graphs also extends to the graph Laplacian, where the definition for asymmetric
adjacency matrices is not uniquely defined, and is based on either row or column
sums computing to zero, but both cannot. The author of [6] continues to discuss
that directed graphs lead to complex eigenvalues, and can lead to adjacency
matrices that are unable to be diagonalized. These challenges require different
approaches for typical clustering or centrality measures.

2 Related Works

The author of [7] presents three centrality measures that were applied to
various attack graphs. The centrality measures implemented were Katz, K-path
Edge, and Adapted PageRank. Each of these centrality measures are applicable
to the directed format of attack graphs, and conclusions can be drawn regarding
patching schemes for preventing exploits. As an approach for avoiding complex
eigenvalues, the authors of [8] present work examining directed, undirected, and
mixed graphs using its Hermitian adjacency matrix. Other works, such as that
discussed by the author of [6] include mathematical manipulation of directed
graph spectra (originally presented by the author of [9]) with Schur’s Theorem
to bound eigenvalues and allow for explicit computation, which can then be
used for additional analysis metrics.

3



3 Experimental Networks

The work conducted in this approach
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[4] N. Baloyi and P. Kotzé, “Guidelines for Data Privacy Compliance: A
Focus on Cyberphysical Systems and Internet of Things,” in SAICSIT
’19: Proceedings of the South African Institute of Computer Scientists and
Information Technologists 2019, (Skukuza South Africa), Association for
Computing Machinery, 2019.

[5] E. Allman, “Complying with Compliance: Blowing it off is not an option.,”
ACM Queue, vol. 4, no. 7, 2006.

[6] P. V. Mieghem, “Directed graphs and mysterious complex eigenvalues,”
2018.

[7] M. Li, A System for Attack Graph Generation and Analysis. PhD thesis,
The University of Tulsa, 2021.

[8] K. Guo and B. Mohar, “Hermitian adjacency matrix of digraphs and mixed
graphs,” Journal of Graph Theory, vol. 85, 2017.

[9] R. A. Brualdi, “Spectra of digraphs,” Linear Algebra and its Applications,
vol. 432, pp. 2181–2213, 2010.

6


