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CHAPTER 1
INTRODUCTION

1.1 Introduction to Attack Graphs

Cybersecurity has been at the forefront of computing for decades, and vulnerability
analysis modeling has been utilized to mitigate threats to aid in this effort. One such
modeling approach is to represent a system or a set of systems through graphical means,
and encode information into the nodes and edges of the graph. Even as early as the late
1990s, experts have composed various graphical models to map devices and vulnerabilities
through attack trees, and this work can be seen through the works published by the authors
of [8]. This work, and other attack tree discussions of this time such as that conducted by
the author of [9], would later be referred to as early versions of modern-day attack graphs [7].
By utilizing this graphical approach, cybersecurity postures can be measued at a system’s
current status, as well as hypothesize and examine other postures based on system changes
over time.

Attack Graphs are an appealing approach since they are often designed to be ex-
haustive: all system properties are represented at its intial state, all attack options are fully
enumerated, all permutations are examined, and all changes to a system are encoded into
their own independent states, where these states are then individually analyzed through
the process. The authors of [10] also discuss the advantage of conciseness of attack graphs,
where the final graph only incorporates states that an attacker can leverage; no superflous
states are generated that can clutter analysis. Despite their advantages, attack graphs do
suffer from their exhaustiveness. As the authors of [7] examine, even very small networks
with only 10 hosts and 5 vulnerabilites yield graphs with 10 million edges. When scaling

attack graphs to analyze the modern, interconnected state of large networks comprising of a



multitude of hosts, and utilizing the entries located in the National Vulnerability Database
and any custom vulnerability testing, this becomes infeasible. Similar difficulties arise in re-
lated fields, where social networks, bio-informatics, and neural network representations also
result in graphs with millions of states [11]. Various efforts that will be discussed in Section
2.2 demonstrate methods and techniques that can mitigate these difficulties and improve

performance.

1.2 Application to Cybersecurity and Compliance

1.3 Objectives and Contributions

The objectives of this thesis are:

e Extend the utility of RAGE to:

1. Reduce the complexity required for network model and exploit file creation

2. Expand the complexity of attack modeling

3. Allow for the creation of an infinite sized Attack Graph, assuming infinite storage
4. Split Attack Graphs into subgraphs to simplify analysis of individual clusters

e Implement solutions to reduce state space explosion while remaining exhaustive and

capturing all necessary information

e Extend RAGE to function for heterogeneous distributed computing environments



CHAPTER 2
RELATED WORKS

2.1 Introduction to Graph Generation

2.2 Improvements to Attack Graph Generation

2.3 Attack Dependency Graphs

2.4 Compliance Graphs



CHAPTER 3
UTILITY EXTENSIONS TO THE RAGE ATTACK GRAPH GENERATOR

3.1 Path Walking

Due to the large-scale nature of Attack Graphs, analysis can prove difficult and time-
consuming. With some networks reaching millions of states and edges, analyzing the entire
network can be overwhelming complex. As a means of simplifying analysis, a potential
strategy could be to consider only small subsets of the network at a time, rather than feeding
the entire network into an analysis algorithm. To aid in this effort, a Path Walking feature
was implemented as a separate program, and has two primary modes of usage. The goal of
this feature is to provide a subset of the network that includes all possible paths from the
root node to a designated node. The first mode is a manual mode, where a user can input the
desired state to walk to, and the program will output a separate graph of all possible paths to
the specified state. The second mode is an automatic mode, where the program will output
seperate subgraphs to all states in the network that have qualities of “compliance_vio =
true” or “compliance_vios > 0”. This often produces multiple subgraphs, that can then be
separately fed into an analysis program.

Figure 3.1 demonstates an output of the Path Walking feature when walking to state
14. In this figure, the primary observable feature is that the network was reduced from 16
states to 6 states, and 32 edges to 12 edges. The reduction from the original network to
the subset varies on the overall connectivity of the original Attack Graph, but the reduction
can aid in simplifying the analysis process if only certain states of the network are to be

analyzed.

3.2 Compound Operators



Figure 3.1: Path Walking to State 14

Many of the networks previously generated by RAGE compromise of states with
features that can be fully enumerated. In many of the generated networks, there is an
established set of qualities that will be used, with an established set of values. These typi-
cally have included “compliance_vio = true/ false”, “root = true/ false”, or other general
“true/ false” values or “version = X” qualities. To expand on the types and complexities
of networks that can be generated, compound operators have been added to RAGE. When
updating a state, rather than setting a quality to a specific value, the previous value can
now be modified by an amount specified through standard compound operators such as +=,
—=, %=, or /=.

The work conducted by the author of [3] when designing the software architecture
included specifications for a quality encoding scheme. As the author discusses, qualities have
four fields, which include the asset ID, attributes, operator, and value. The operator field
is 4 bits, which allows for a total of 16 operators. Since the only operator in use at the

113 7

time was the “ = 7 operator, the addition of four compound operators does not surpass



the 16 operator limit, and no encoding scheme changes were necessary. This also allows for
additional compound operators to be incorporated in the future.

A few changes were necessary to allow for the addition of compound operators. Be-
fore the generation of an Attack Graph begins, all values are stored in a hash table. For
previous networks generated by RAGE, this was not a difficulty, since all values could be
fully enumerated and all possible values were known. When using compound operators how-
ever, not all values can be fully known. The concept of approximating which exploits will
be applicable and what absolute minimum or maximum values will be prior to generation
is a difficult task, so not all values can be enumerated and stored into the hash table. As
a result, on-the-fly updates to the hash table needed to be added to the generator. The
original key-value scheme for hash tables relied on utilizing the size of the hash table for
values. Since the order in which updates happen may not always remain consistent (and is
especially true in distributed computing environments), it is possible for states to receive
different hash values with the original hashing scheme. To prevent this, the hashing scheme
was adjusted so that the new value of the compound operator is inserted into the hash table
values if it was not found, rather than the size of the hash table. Previously, there was
no safety check for the hash table, so if the value was not found, the program would end
execution. The assumption that this value can be inserted into the hash table is safe to
make, since compound operators are conducted on numeric values, and matches the numeric

type of the hash table.

3.3 Color Coding
As a visual aid for analysis purposes, color coding was another feature implemented
as a postprocessing tool for RAGE. When viewing the output graph of RAGE, all states
are originally identical in appearance, apart from number of edges, edge IDs, and state IDs.
To allow for visual differentiation, color coding can be enabled in the run script. Color
coding currently functions by working through the graph output text file, but it can be

extended to read directly from Postgres instead. The feature scans through the output file,



and locates states that have “compliance_vios = X” (where X is a number greater than 0),
or “compliance_vio = true”. For states that meet these properties, the color coding feature
will add a color to the graphviz DOT file through the [color = COL] attribute for the given
node, where COL is assigned based on severity. For this version of color coding, severity
is determined by the total number of compliance violations, but future versions can alter
the severity measure through alternative means. Figure 3.2 displays an example graph that

leverages color coding to easily identify problem states.

Figure 3.2: Color Coding a Small Network Based on Violations

3.4 Intermediate Database Storage



3.4.1 Memory Constraint Difficulties

Previous works with RAGE have been designed around maximizing performance to
limit the longer runtimes caused by the state space explosion, such as the works seen by the
authors of [3], [6], and [5]. To this end, the output graph is stored in memory during the
generation process to minimize disk writing and reading, as well as leverage the performance
benefits of memory operations since graph computation relies less on processor speed than
that of data dependency complexity, parallelism coarseness, and memory access time [11],
[1], [2]. The author of [3] does incorporate PostgreSQL as a final storage mechanism to write
the resulting graph information, but no intermediate storage is otherwise conducted.

While the design decision to not use intermediate storage maximizes performance for
graph generation, it does suffer from a few complications. When generating large networks,
the system runs the risk of running out of memory. This typically does not occur when
generation is conducted on small graphs, and is especially true when relatively small graphs
are generated on a High Performance Computing system with substantial memory. However,
when running on local systems, or when the graph is large, memory can quickly be depleted
due to state space explosion. The memory depletion is due to two primary memory con-
sumption points: the frontier which contains all of the states that still need to be explored,
and the graph instance, which holds all of the network states and their state information as
well as all of the edges.

The frontier quickly becomes a problem point with large networks that contain many
layers before reaching leaf nodes. During the generation process, RAGE works on a Breadth-
First Search approach, and new states are continuously discovered each time a state from
the frontier is explored. In almost all cases, this means that for every state that is removed
from the frontier, several more are added, leading to an ever-growing frontier that can not be
adequately reduced for large networks. Simultaneously, the graph instance is ever-growing
as states are explored. When the network contains numerous assets, each with their own
large sets of qualities, the size of each state becomes noticeably larger. With some graphs

containing millions of nodes and billions of edges, like those mentioned by the authors of



[11], it becomes increasingly unlikely that the graph can be fully contained within system

memory.

3.4.2  Maximizing Performance with Intermediate Database Storage

Rather than a static implementation of storing to the database on disk at a set interval
or a set size, the goal was to dynamically store to the database only when necessary. Since
there is an associated cost with preparing the writes to disk, the communication cost across
nodes, the writing to disk itself, and with retrieving items from disk, it is desirable to store
as much in memory for as long as possible and only write when necessary. When running
RAGE, a new argument can be passed (-a <double>) to specify the amount of memory
the tool should use before writing to disk. This argument is a value between 0 and 0.99 to
specify a percentage. This double is immediately reduced by 10%. For instance, if 0.6 is
passed, it is immediately reduced to 0.5. This acts as a buffer for PostgreSQL. Since queries
will consume a variable amount of memory through parsing or preparation, an additional
10% is saved as a precaution. This can be changed later as needed or desired for future
optimizations. Specific to the graph data, the statement is made that the frontier is allowed
to consume half of the allocated memory, and that the instance is allowed to consume the
other half.

To decide when to store to the database instead of memory, two separate checks are
made. The first check is for the frontier. If the size of the frontier consumes equal to or
more than the allowed allocated memory, then all new states are stored into a new table in
the database called “unexplored states”. Each new state from this point forward is stored in
the table, regardless of if room is freed in the frontier. This is to ensure proper ordering of
the FIFO queue. The only time new states are stored directly into the frontier is when the
unexplored states table is empty. Once the frontier has been completely emptied, new states
are then pulled from the database into the frontier. To pull from the database, the parent
loop for the generator process has been altered. Instead of a while loop for when the frontier

is not empty, it has been adjusted to when the frontier is not empty or the unexplored



states table is not empty. Due to C++ using short-circuit evaluation, some performance is
gained since no SQL statement must be passed to disk to check the size of the unexplored
states table unless the frontier is empty. The original design was to store new states into the
frontier during the critical section to avoid testing on already-explored states. As a result,
writing new states to the database is also performed during the critical section.

For the instance, a check in the critical section determines if the size of the instance
consumes more than its allocated share of the memory. If it does, the edges, network states,
and network state items are written to the database, and are then removed from memory.

However, a new issue arose with database storage. The original design was to save
staging, preparation, and communication cost by writing all the data in one query (as in,
writing all of the network states in one query, all the network state items in one query, and
all the edges in one query). While this was best in terms of performance, it was also not fea-
sible. Building the SQL queries themselves quickly began depleting the already constrained
memory with large storage requests. As a result, the storage process would consume too
much memory and crash the generator tool. To combat this, all queries had to be broken
up into multiple queries. As previously mentioned, an extra 10% buffer was saved for the
storage process. SQL query strings are now built until they consume the 10% buffer, where

they are then processed by PostgreSQL, cleared, and the query building process resumes.

3.4.3 Portability

The intermediate database storage is greatly advantageous in increasing the porta-
bility of RAGE across various systems, while still allowing for performance benefits. By
allowing for a user-defined argument, users can safely assign a value that allows for other
processes and for the host OS to continue their workloads. While the “total memory” compo-
nent currently utilizes the Linux sysconf() function, this is not rigid and is easily adjustable.
When working on a High-Perfomance Computing cluster, using this function could lead to
difficulties since multiple users may be working on the same nodes, which prevents RAGE

from fully using all system memory. This could be prevented by using a job scheduler ar-
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gument such as Slurm’s “—exclusive” option, but this may not be desirable. Instead, a user
could pass in the amount of total memory to use (and can be reused from a job scheduler’s
memory allocation request option), and the intermediate database storage process would

function in the same fashion.

3.5 Relational Operators

As discussed in Section 3.2, many of the networks previously generated by RAGE
compromise of states with an established set of qualities and values. These typically have in-
cluded “compliance_vio = true/ false”, “root = true/ false”, or other general “true/false”
values or “version = X7 qualities. To further expand the dynamism of attack graph gen-
eration, it is important to distinguish when a quality has a value that satisifies a relational
comparison to an exploit. An example application can be seen through CVE-2019-10747,
where ”set-value is vulnerable to Prototype Pollution in versions lower than 3.0.1” [4]. Prior
to the implementation of relational operators, to determine whether this exploit was applica-
ble to a network state, multiple exploit qualities must be enumerated for all versions prior to
3.0.1. This would mean that the exploit needed to check if version=3.0.0, or version=2.0.0,
or version=1.0.0, or version=0.4.3, etc. This becomes increasingly tedious when there are
many versions, and not only reduces readability, but is also more prone to human error when
creating the exploit files. As a result, relational operators were implemented.

To implement the relational operators, operator overloads were placed into the Quality
class. At the time of writing, the following are implemented: ==, <, >, <, >. However,
these operators do not take up room in the encoding scheme, so additional operators can be
freely implemented as needed. The overloads ensure that the Quality asset IDs and Quality

names match, and then compares the Quality values based on the operator in question.
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