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ABSTRACT

Noah L. Schrick (Master of Science in Computer Science)

Compliance Graph Generation Techniques and Parallel Computing Implementations Using

Message-Passing Interface

Directed by Peter J. Hawrylak

76 pp., Chapter 6: Conclusions and Future Works

(203 words)

Attack graphs have historically been used to represent the state of a system or set

of systems, and illustrate ways that attackers can carry out exploits to put the systems

in a critical position. By refining the information and format of attack graphs, a similar

process can be applied for compliance and regulation representations to illustrate ways that

systems may violate or fall out of compliance. These representations are in formats known

as compliance graphs. Like attack graphs, compliance graphs also suffer from the state

space explosion problem, and generated graphs quickly become very large even for small

networks. This work introduces extensions to an attack graph generator, RAGE attack graph

engine (RAGE), to support compliance graph generation, and these extensions have led to

successfully generating compliance graphs that can then be analyzed through an independent

process. Additional extensions have been introduced to support the utility of RAGE, and

this includes the implementation of a synchronous firing feature to prevent generation of

states where assets deviate from a shared, inseparable feature such as time. The compliance

graph generation algorithm has also been modified by two different approaches to expand

the generation process to function for distributed computing environments using Message

Passing Interface (MPI).
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CHAPTER 1

INTRODUCTION

1.1 Introduction to Attack Graphs

Cybersecurity has been at the forefront of computing for decades, and vulnerability

analysis modeling has been utilized to mitigate threats to aid in this effort. One such

modeling approach is to represent a system or a set of systems through graphical means,

and encode information into the nodes and edges of the graph. Even as early as the late

1990s, experts have composed various graphical models to map devices and vulnerabilities

through attack trees, and this work can be seen through the works published by the authors

of [1]. This work, and other attack tree discussions of this time such as that conducted by

the author of [2], would later be referred to as early versions of modern-day attack graphs [3].

By utilizing this graphical approach, cybersecurity postures can be measured at a system’s

current status, as well as hypothesize and examine other postures based on system changes

over time.

Attack graphs are an appealing approach since they are often designed to be exhaus-

tive: all system properties are represented at its initial state, all attack options are fully

enumerated, all permutations are examined, and all changes to a system are encoded into

their own independent states, where these states are then individually analyzed through the

process. The authors of [4] also discuss the advantage of conciseness of attack graphs, where

the final graph only incorporates states that an attacker can leverage; no superfluous states

are generated that can clutter analysis. Despite their advantages, attack graphs do suffer

from their exhaustiveness as well. As the authors of [3] examine, even very small networks

with only 10 hosts and 5 vulnerabilities yield graphs with 10 million edges. When scaling

attack graphs to analyze the modern, interconnected state of large networks comprising of a
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multitude of hosts, and utilizing the entries located in the National Vulnerability Database

and any custom vulnerability testing, attack graph generation quickly becomes infeasible.

Similar difficulties arise in related fields, where social networks, bioinformatics, and neural

network representations result in graphs with millions of states [5]. Various efforts that will

be discussed in Section 2.3 demonstrate methods and techniques that can mitigate these

difficulties and improve performance.

1.2 Application to Compliance

1.2.1 Introduction to Compliance Graphs

As an alternative to attack graphs for examining vulnerable states and measuring

cybersecurity postures, the focus can be narrowed to generate graphs with the purpose of

examining compliance or regulation statuses. These graphs are known as compliance graphs.

Compliance graphs can be especially useful for cyber-physical systems, where a greater need

for compliance exists. As the authors of [6], [7], and [8] discuss, cyber-physical systems have

seen greater usage, especially in areas such as critical infrastructure and Internet of Things.

The challenge of cyber-physical systems lies not only in the demand for cybersecurity of these

systems, but also the concern for safe, stable, and undamaged equipment. The industry in

which these devices are used can lead to additional compliance guidelines that must be

followed, increasing the complexity required for examining compliance statuses. Compliance

graphs are promising tools that can aid in minimizing the overhead caused by these systems

and the regulations they must follow.

A few alterations are required for attack graph generators to function as compliance

graph generators, and these alterations are discussed in Section 1.2.2. Compliance require-

ments are broad and varying, and can function as safety regulations, maintenance compli-

ance, or any other regulatory compliance. In the same fashion as attack graphs, compliance

graphs are exhaustive, and future system states can be analyzed to determine appropriate

steps that need to be taken for preventative measures [6].
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1.2.2 Defining Compliance Graphs

The common encodings of attack graph properties have different encoding definitions

in compliance graphs. The nodes of an attack graph typically represent the system state

that includes the qualities and topologies of all assets in the network as they pertain to cy-

bersecurity postures. Nodes of a compliance graphs also represent the system state, however

they include the qualities and topologies of all assets in the network as they pertain to com-

pliance regulation. For instance, a quality for a vehicle’s maintenance compliance could be

described as: car:months since oil change=6, or car:miles since oil change=10,000. Edges

represent changes to a system state that inserted, modified, or deleted a quality or topology.

Using the car example, an edge could represent the addition of more mileage or more time

since the last oil change. One large differentiation of attack graphs and compliance graphs

can be seen through topologies. For assets in attack graphs, topologies typically represent a

connection of assets through a digital medium. For compliance graphs, topologies not only

need to represent the digital connections of assets, but also need extensions to incorporate

hardware devices such as sensors, actuators, or other physical equipment [6]. In addition,

rather than using applicable exploits or vulnerabilities to an asset, compliance violation de-

tections should be used. An attack graph generation engine would need to use compliance

parameters rather than exploit files, but would otherwise function similarly in the generation

process.

1.2.3 Difficulties of Compliance Graphs

Like attack graphs, compliance graphs suffer from the state space explosion problem.

Since compliance graphs are also exhaustive, the resulting networks can grow to incredibly

large sizes. Compliance regulations that need to be checked at each system state such

as SOX [9], HIPAA [10], GDPR [11], PCI DSS [12], or any other regulatory compliance

in conjunction with a large number of assets that need to be checked can very quickly

produce large resulting graphs. The creation of these graphs through a serial approach

likewise becomes increasingly infeasible in a reasonable amount of time. Due to this, the
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high-performance computing (HPC) space presents itself as an appealing approach. This

work aims to extend the attack graph generator engine RAGE in [13] to begin development

for compliance graph generation. The example networks in this work will also be in the

compliance graph space, specifically examining vehicle maintenance compliance. This work

will also examine approaches to leverage high-performance computing to aid in the generation

of compliance graphs.

1.3 Objectives and Contributions

The objectives of this thesis are:

• Extend the utility of RAGE to:

1. Reduce the difficulty required for network model and exploit file creation

2. Expand the expressiveness of attack modeling

3. Allow for the creation of a very large sized attack graph, assuming very large

storage

4. Split Attack Graphs into subgraphs to simplify analysis of individual clusters

• Implement a synchronous firing solution to reduce state space explosion for inseparable

features while remaining exhaustive and capturing all necessary information

• Extend RAGE to function for distributed computing environments

• Extend RAGE to support compliance graph generation

4



CHAPTER 2

RELATED WORKS

Many researchers have developed or extended attack graphs since their beginning as

attack trees. This Chapter reviews a few of their efforts as they relate to this work and to

graph generation.

2.1 Introduction to Graph Generation

Graph generation as a broad topic has many challenges that prevent full actualization

of computation seen from a theoretical standpoint. In actuality, graph generation often

achieves only a very low percentage of its expected performance [14]. A few reasons for

this occurrence lie in the underlying mechanisms of graph generation. The generation is

predominantly memory based (as opposed to based on processor speed), where performance is

tied to memory access time, the complexity of data dependency, and coarseness of parallelism

[14], [5], [15]. Graphs consume large amounts of memory through their nodes and edges,

graph data structures suffer from poor cache locality, and memory latency from the processor-

memory gap all slow the generation process dramatically [14], [15]. Section 2.2 discusses a

few works that can be used to improve the graph generation process, and Section 2.3 discusses

a few works specific to attack graph generation improvements.

2.2 Graph Generation Improvements

For architectural and hardware techniques for generation improvement, the authors

of [15] discuss the high cache miss rate, and how general prefetching does not increase the

prediction rate due to nonsequential graph structures and data-dependent access patterns.

However, the authors continue to discuss that generation algorithms are known in advance,

so explicit tuning of the hardware prefetcher to follow the traversal order pattern can lead to
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better performance. The authors were able to achieve over 2x performance improvement of a

breadth-first search approach with this method. Another hardware approach is to make use

of accelerators. The authors of [16] present an approach for minimizing the slowdown caused

by the underlying graph atomic functions. By using the atomic function patterns, the authors

utilized pipeline stages where vertex updates can be processed in parallel dynamically. Other

works, such as those by the authors of [5] and [17], leverage field-programmable gate arrays

(FPGAs) for graph generation in the HPC space through various means. This includes

reducing memory strain, storing repeatedly accessed lists, storing results, or other storage

through the on-chip block RAM, or even leveraging Hybrid Memory Cubes for optimizing

parallel access.

From a data structure standpoint, the authors of [18] describe the infeasibility of

adjacency matrices in large-scale graphs, and this work and other works such as those by

the authors of [19] and [20] discuss the appeal of distributing a graph representation across

systems. The author of [20] discusses the usage of distributed adjacency lists for assigning

vertices to workers. The authors of [20] and [21] present other techniques for minimizing com-

munication costs by achieving high compression ratios while maintaining a low compression

cost. The Boost Graph Library and the Parallel Boost Graph Library both provide appeal-

ing features for working with graphs, with the latter library notably having interoperability

with MPI, Graphviz, and METIS [22], [23].

2.3 Improvements Specific to Attack Graph Generation

As a means of improving scalability of attack graphs, the authors of [3] present a new

representation scheme. Traditional attack graphs encode the entire network at each state,

but the representation presented by the authors uses logical statements to represent a portion

of the network at each node. This is called a logical attack graph. This approach led to the

reduction of the generation process to quadratic time and reduced the number of nodes in the

resulting graph to O(n2). However, this approach does require more analysis for identifying

attack vectors. Another approach presented by the authors of [24] represents a description
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of systems and their qualities and topologies as a state, with a queue of unexplored states.

This work was continued by the authors of [25] by implementing a hash table among other

features. Each of these works demonstrates an improvement in scalability through refining

the desirable information output.

Another approach for generation improvement is through parallelization. The authors

of [25] leverage OpenMP to parallelize the exploration of a FIFO queue. This parallelization

also includes the utilization of OpenMP’s dynamic scheduling. In this approach, each thread

receives a state to explore, where a critical section is employed to handle the atomic functions

of merging new state information while avoiding collisions, race conditions, or stale data

usage. The authors measured a 10x speedup over the serial algorithm. The authors of [26]

present a parallel generation approach using CUDA, where speedup is obtained through a

large number of CUDA cores. For a distributed approach, the authors of [27] present a

technique for utilizing reachability hyper-graph partitioning and a virtual shared memory

abstraction to prevent duplicate work by multiple nodes. This work had promising results

in terms of limiting the state-space explosion and speedup as the number of network hosts

increases.
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CHAPTER 3

UTILITY EXTENSIONS TO THE RAGE ATTACK GRAPH GENERATOR

3.1 Path Walking

Due to the large-scale nature of attack graphs, analysis can become difficult and

time-consuming. With some graphs reaching millions of states and edges, analyzing the

entire graph can be overwhelmingly complex. As a means of simplifying analysis, a potential

strategy could be to consider only small subsets of the graph at a time, rather than feeding

the entire graph into an analysis algorithm. This allows users to focus only on specific

states or items within the graph without needing to analyze the entirety of the graph. To

aid in this effort, a path walking feature was implemented as a separate program, and has

two primary modes of usage. The goal of this feature is to output a subset of the graph

that includes all possible paths from the root state to a designated state. The first mode

is a manual mode, where a user can input the desired state to walk to, and the program

will output a separate graph of all possible paths to the specified state. The second mode

is an automatic mode, where the program will output separate subgraphs to all states in

the network that have qualities of “compliance vio = true”,“compliance vios > 0”, or any

other quality that can be specified by the user. The automatic mode can produce multiple

subgraphs simultaneously if multiple states contain the quality being examined, and these

subgraphs can then be separately input into an analysis program.

Figure 3.1 demonstrates an output of the Path Walking feature when walking to

state 14. In this figure, the primary observable feature is that the graph was reduced from

16 states to 6 states, and from 32 edges to 12 edges. The amount of reduction from the

original graph to the subset varies on the overall connectivity of the original attack graph.
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Figure 3.1: Path Walking to State 14

3.2 Color Coding

As a visual aid for analysis purposes, color coding was another feature implemented

as a postprocessing tool for RAGE. When viewing the output graph of RAGE, all states are

visibly identical in appearance apart from number of edges, edge IDs, and state IDs. To allow

for visual differentiation, color coding can be enabled in the run script. Color coding currently

functions by working through the graph output text file, but it can be extended to read

directly from the PostgreSQL database instead. The feature scans through the output file,

and locates states that have “compliance vios > 0” or “compliance vio = true”. For states

that meet these properties, the color coding feature will add a color to the Graphviz DOT

[28] file through the [color = COL] attribute for the given node, where COL is assigned based

on severity. For this version of color coding, severity is determined by the total number of

compliance violations a node has, but future versions can alter the severity measure through
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alternative means. Figure 3.2 displays an example graph that leverages color coding to easily

identify problem states. Each shaded state represents a problem state, where the system

contains items that are out of compliance or in violation of a regulation. For this specific

example, each shaded state represents a state where the vehicle is in need of maintenance

on a component, as it has exceeded the recommended time since the last maintenance.

Figure 3.2: Color Coding a Small Network Based on Violations
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3.3 Compound Operators

Many of the graphs previously generated by RAGE comprise of states with features

that can be fully enumerated. In many of these generated graphs, there was an established

set of qualities that was used, with an established set of values. These typically have included

“compliance vio = true/false”, “root = true/false”, or other general “true/false” values

or “version = X” qualities. To expand on the types and complexities of graphs that can

be generated, compound operators have been added to RAGE. When updating a state,

rather than setting a quality to a specific value, the previous value can now be modified

by an amount specified through standard compound operators such as +=, −=, ∗=, or

/=. Previous work on an attack graph generator included the implementation of compound

operators, as seen by the author of [29]. However, this work was conducted on the previous

iteration of an attack graph generator written in Python. This attack graph generator has

since been rewritten in C++ by the author of [13], and compound operators have not been

included in the latest version of RAGE.

The work conducted by the author of [13] when designing the software architecture

of RAGE included specifications for a quality encoding scheme. As the author discusses,

qualities have four fields, which include the asset ID, attributes, operator, and value. The

operator field is 4 bits, which allows for a total of 16 operators. Since the only operator in

use at the time was the “ = ” operator, the addition of four compound operators does not

surpass the 16 operator limit, and no encoding scheme changes were necessary. This also

allows for additional compound operators to be incorporated in the future.

A few changes were necessary to allow for the addition of compound operators. Before

the generation of an attack graph begins, all values are stored in a hash table. For previous

networks generated by RAGE, this was not a concern since all values could be fully enumer-

ated and all possible values were known. When using compound operators however, not all

values can be fully known. The task of approximating which exploits will be applicable and

what absolute minimum or maximum value bounds will be prior to generation is difficult,

and not all values can be enumerated and stored into the hash table. As a result, real-time
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updates to the hash table needed to be added to the generator. The original key-value

scheme for hash tables relied on utilizing the size of the hash table for values. Since the

order in which updates happen may not always remain consistent (and is especially true in

distributed computing environments), it is possible for states to receive different hash values

with the original hashing scheme. To prevent this, the hashing scheme was adjusted so that

the new value of the compound operator is inserted into the hash table values if it was not

found, rather than the size of the hash table. Previously, there was no safety check for the

hash table, so if the value was not found, the program would end execution. The assertion

that the new value can be inserted into the hash table is safe to make, since compound

operators are conducted on numeric values, and matches the numeric type of the hash table.

Other changes involved updating classes (namely the Quality, EncodedQuality, Pa-

rameterizedQuality, NetworkState, and Keyvalue classes) to include a new member for the

operator in question. Auxiliary functions related to this new member, such as prints and get-

ters, were also added. In addition, preconditions were altered to include operator overloads

to check the asset identifier, quality name, and quality values for the update process.

3.4 Relational Operators

As discussed in Section 3.3, many of the graphs previously generated by RAGE com-

prise of states with an established set of qualities and values. These typically have included

“compliance vio = true/false”, “root = true/false”, or other general “true/false” values

or “version = X” qualities. To further expand the dynamism of graph generation, it is

important to distinguish when a quality has a value that satisfies a relational comparison to

an exploit. An example application for attack graphs can be seen through CVE-2019-10747,

where “set-value is vulnerable to Prototype Pollution in versions lower than 3.0.1” [30]. An

example compliance graph application using the aforementioned car example can be seen

in the Toyota Corolla Maintenance Schedule, which states an engine coolant replacement

should be conducted after 24,000 miles. Prior to the implementation of relational operators,

to determine whether this exploit was applicable to a network state, multiple exploit qual-
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ities must be enumerated for all versions prior to 3.0.1. This would mean that the exploit

needed to check if version=3.0.0, or version=2.0.0, or version=1.0.0, or version=0.4.3, etc.

For the compliance graph exploit check, this could lead to even worse scaling where checks

needed to be conducted at a much more granular level like engine coolant miles=24001, or

engine coolant miles=24002, or engine coolant miles=24003, etc. This becomes increasingly

tedious when there are many checks to perform, and this not only reduces readability, but is

also more prone to human error when creating the exploit files. Relational operators work

to alleviate these difficulties.

Similar to the compound operators discussed in Section 3.3, relational operators were

also implemented in a previous attack graph generator, and were implemented as a part of

the works performed by [29]. This implementation was in the previous Python generator

tool, and relational operators were not a feature of RAGE. The implementation of relational

operators in RAGE allows users to leverage the performance benefits of the C++ generator

and have the ability for parallelization, while providing ease-of-use for exploit file creation.

To implement the relational operators, operator overloads were placed into the Quality

class. At the time of writing, the following are implemented: ==, <, >, ≤, ≥. However,

these operators do not take up room in the encoding scheme, so additional operators can be

freely implemented as needed. The overloads ensure that the Quality asset IDs and Quality

names match, and then compares the Quality values based on the operator in question.

3.5 Intermediate Database Storage

3.5.1 Introduction to Intermediate Database Storage

Chapter 2 and the author of [13] discuss the challenges of attack graph generation

in regards to its scalability. Specifically, the author of [13] displays results from generations

based on 11 assets and 11 exploits that lead to 14,200 total states. Generating an attack

or compliance graph based on a large network with a multitude of assets and involving a

more thorough exploit or compliance violation checking will prevent the entire graph from
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being stored in memory as originally designed. This Section discusses the challenges of graph

generation in regards to memory, and a solution through the implementation of intermediate

database storage.

3.5.2 Memory Constraint Difficulties

Previous works with RAGE have been designed around maximizing performance to

limit the longer runtime caused by the state space explosion, such as the works seen by

the authors of [13], [25], and [31]. To this end, the output graph is contained in memory

during the generation process to minimize disk writing and reading. This also allows for

leveraging the performance benefits of memory operations, since graph computation relies

less on processor speed and more on data dependency complexity, parallelism coarseness,

and memory access time [5], [15], [14]. The author of [13] does incorporate PostgreSQL as

an initial and final storage mechanism to write the starting and resulting graph information,

but no intermediate storage is otherwise conducted.

While the design decision to not use intermediate storage maximizes performance

for graph generation, it introduces a few complications. When generating large graphs,

the system runs the risk of running out of memory. This typically does not occur when

generation is conducted on small graphs, and is especially true when relatively small graphs

are generated on an HPC system with substantial amounts of memory. However, when

running on local systems or when the graph is large, memory can quickly be depleted due to

state space explosion. The memory depletion is due to two primary memory consumption

points: the frontier which contains all of the states that still need to be explored, and the

graph instance which holds all of the states and their information, as well as all of the edges.

The frontier quickly becomes a problem point with large graphs that have a large

height value, and contain many layers before reaching leaf nodes. During the generation

process, RAGE works on a Breadth-First Search approach, and new states are continuously

discovered each time a state from the frontier is explored. In almost all cases, this means that

for every state that is removed from the frontier, several more are added, leading to an ever-
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growing frontier that can not be adequately reduced for large networks. Simultaneously,

the graph instance continues to grow as states are explored. When the network contains

numerous assets, each with their own large sets of qualities, the size of each state becomes

noticeably larger. With some graphs containing millions of nodes and billions of edges like

those mentioned by the authors of [5], it becomes increasingly unlikely that the graph can

be fully contained within system memory.

3.5.3 Maximizing Performance with Intermediate Database Storage

Rather than a static implementation of storing to the database on disk at a set interval

or a set size, the goal was to dynamically store to the database only when necessary. This

would allow for proper utilization of systems with greater memory, and would reduce fine-

tuning of a maximum size variable before database writes on different systems. Since there

is an associated cost with preparing the writes to disk, the communication cost across nodes,

the writing to disk itself, and a cost for retrieving items from disk, it is desirable to store

as much in memory for as long as possible and only write when necessary. When running

RAGE, a new argument can be passed (-a <double>) to specify the amount of memory

the tool should use before writing to disk. This argument is a value between 0 and 0.99 to

specify a percentage. This double is immediately reduced by 10%. For instance, if 0.6 is

passed, it is immediately reduced to 0.5. This acts as a buffer for PostgreSQL. Since queries

will consume a variable amount of memory through parsing or preparation, an additional

10% is saved as a precaution. This can be changed later as needed or desired for future

optimizations. Specific to the graph data, the statement is made that the frontier is allowed

to consume half of the allocated memory, and that the graph instance is allowed to consume

the other half.

To decide when to store to the database instead of memory, two separate checks are

made. The first check is for the frontier. If the size of the frontier consumes equal to or

more than the allowed allocated memory, then all new states are stored into a new table in

the database called “unexplored states”. Each new state from this point forward is stored
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in the table, regardless of if room is freed in the frontier. This is to ensure proper ordering

of the FIFO queue. The only time new states are stored directly into the frontier is when

the unexplored states table is empty. Once the frontier has been completely emptied, new

states are then pulled from the database into the frontier. To pull from the database, the

parent loop for the generator process has been altered. Instead of a while loop for when

the frontier is not empty, it has been adjusted to when the frontier is not empty or the

unexplored states table is not empty. Due to C++ using short-circuit evaluation where

the first argument is completely evaluated before processing the second, some performance

is gained. The performance gained is due to not having to pass a SQL statement to disk

to check the size of the unexplored states table unless the frontier is empty. The original

generation design stored new states into the frontier during the critical section to avoid

testing on already-explored states. To follow this design decision, writing new states to the

database is also performed during the critical section.

For the graph instance, a check in the critical section determines if the size of the

graph instance consumes more than its allocated share of the memory. If it does, the edges,

network states, and network state items are written to the database, and are then removed

from memory.

However, a new issue arose with database storage. The original design was to save

staging, preparation, and communication cost by writing all the data in one query (as in,

writing all of the network states in one query, all the network state items in one query, and all

the edges in one query). While this was best option in terms of performance, it was also not

feasible when the amount of data to store was large in relation to system memory. Building

the SQL queries themselves quickly began depleting the already constrained memory with

large storage requests. As a result, the storage process would consume too much memory

and crash the generator tool. To combat this, all queries had to be broken up into multiple

queries. As previously mentioned, an extra 10% buffer was saved for the storage process.

SQL query strings are now built until they consume the 10% buffer, where they are then

processed by PostgreSQL, cleared, and the query building process resumes.
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3.5.4 Portability

The intermediate database storage is greatly advantageous in increasing the porta-

bility of RAGE across various systems, while still allowing for performance benefits. By

allowing for a user-defined argument, users can safely assign a value that allows for other

processes and for the host OS to continue their workloads. While the “total memory” compo-

nent currently utilizes the Linux sysconf() function, this is not rigid and is easily adjustable.

When working on an HPC cluster, using this function could lead to difficulties since mul-

tiple users may be working on the same nodes, which prevents RAGE from fully using all

system memory. This could be prevented by using a job scheduler argument such as Slurm’s

“–exclusive” option, but this may not be desirable. Instead, a user could pass in the amount

of total memory to use (and can be reused from a job scheduler’s memory allocation request

option), and the intermediate database storage process would function in the same fashion.
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CHAPTER 4

SYNCHRONOUS FIRING

4.1 Introduction

One main appeal of attack graphs and compliance graphs are their exhaustiveness.

The ability to generate all permutations of attack chains or to generate all possible ways a

system can fall out of compliance is a valuable feature. The disadvantage of this approach

is that the generation of the final graph increases in time, as does the analysis. One other

disadvantage is that this exhaustiveness can produce states that are not actually attainable.

When a system has assets that have inseparable features, the generation process forcibly

separates features to examine all permutations, since the generation process only modifies

one quality at a time. One example of an inseparable feature is time. If two different assets

are identical and no constraints dictate otherwise, the two assets cannot proceed through

times at different rates.

For example, if two cars were manufactured at the same moment, one of these cars

cannot proceed multiple time steps into the future while the other remains at its current

time step; each car must step through time at the same rate. However, the generation of

attack graphs and compliance graphs examines the possibilities that one car ages by one

time step, while the other car does not, or vice versa. This results in an attack graph that

can be seen in Figure 4.1, which is a partial attack graph showing the separation of the time

feature. All shaded states are considered unattainable, since all of these states comprise

of assets that have advanced time at different rates. It is noticeable that not only are the

unattainable states themselves a wasteful generation, but they also lead to the generation

of even more unattainable states that will then also be explored. A better procedure for a
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generation process similar to this example is to have a single state transition that updates

assets with an inseparable feature simultaneously.

Figure 4.1: A network without Synchronous Firing generating infeasible states

Post-processing is one option at removing the unattainable states. This process would

simplify and reduce the time taken for the analysis process, but the generation process would

still suffer from generating and exploring the unattainable states. Instead, a new feature

called synchronous firing can be used to prevent the generation of these states. The goal

of the synchronous firing feature is to prevent the generation of unattainable states, while

also not incurring a greater computational cost. This Chapter will discuss the development

of this feature, discuss its references and inspiration in literature, and examine the results

when using this feature in applicable networks.

4.1.1 Related Synchronous Firing Work

A form of synchronous firing is discussed by the author of [32], where it is described
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as grouped exploits. The functionality discussed by the author is similar: firing an exploit

should be performed on all possible assets simultaneously. This was also described as syn-

chronizing multiple exploits. The methodology is similar to the one implemented in this

work, but there are notable differences. The first, is that the work performed by the author

of [32] utilizes global features with group features. Using the simultaneous exploit firing

necessitated a separation of global and group features, and grouped exploits could not be

performed on exploits that could be applicable to both sets. A second difference is that there

is no consistency checking in the work by the author of [32], which could lead to indeter-

minate behavior or race conditions unless additional effort was put into encoding exploits

to use precondition guards. A third difference is that the work of [32] could still lead to a

separation of features. The grouped exploit feature would attempt to fire all exploits on all

applicable assets simultaneously, but if some assets were not ready or capable to fire, these

assets would not proceed with the exploit firing but the applicable assets would. The last

difference is that the work by the author of [32] was developed in Python, since that was

the language of the generator of the tool at the time. The work by the author of [13] led

to new development of RAGE in C++ for performance enhancements, so the synchronous

firing feature in this new work was likewise developed in C++.

4.2 Necessary Alterations and Additions

For the implementation of the synchronous firing feature, there were four primary

changes and additions that were necessary. The first is a change in the lexical analyzer, the

second involves multiple changes to PostgreSQL, the third is the implementation of com-

pound operators (as discussed in Section 3.3), and lastly is a change in the graph generation

process. This Section will consist of subsections discussing the development of these four

alterations.

4.2.1 GNU Bison and Flex

The work conducted by the author of [13] included the introduction of GNU Bison and
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GNU Flex into RAGE. The introduction of Bison and Flex allows for an easily modifiable

grammar to adjust features, the ability to easily update parsers since Bison and Flex are

built into the build system, and increases portability since Flex and Bison generate standard

C. For the development of the synchronous firing feature, a similar approach was taken to

that of the work performed by the author of [32] with the exploit keywords. However, rather

than having both global and group keywords, this work only incorporates the group keyword

to prevent a few of the difficulties discussed in Section 4.1.1. The new “group” keyword is

intended to be used when creating the exploit files. The design of exploits in the exploit file

is developed as:

<exploit> ::= <group name> "group" "exploit" <identifier> , (<parameter-list>)=

where the “<group name>” identifier and “group” keyword is optional. An example of an

exploit not utilizing the group feature is:

exploit brake_pads(2015_Toyota_Corolla_LE)=

and an example of an exploit utilizing the group feature is:

time group exploit advance_month(all_applicable)=

To implement the keyword recognition and group name parsing, a few changes were

made, where the intention was to detect the usage of the “group” keyword, and have the

lexical analyzer code return to the parser implementation file to alert of the presence of

the “GROUP” token. The new token is of type string with the name “GROUP”, and it

is comprised of a leading “IDENTIFIER” of type string or integer token, followed by the

“GROUP” token. This new token also required changes to the processing of the “exploit”

keyword. If the group keyword is not detected, the exploit has a group of name “null”. If

the group keyword is detected, then the leading IDENTIFIER is parsed, and the exploit is

assigned to a group with the parsed name. Various auxiliary functions were also adjusted to

include (for instance) support for printing the groups of each exploit. Figure 4.2 illustrates

the incorporation of this feature into Bison, Flex, and the overall program.
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Figure 4.2: Inclusion of Synchronous Firing into GNU Bison, GNU Flex, and the overall
program

4.2.2 PostgreSQL

As seen in Figure 4.2, Bison and Flex feed into the Model Database. With the

addition of a new group identifier and the group keyword, minor alterations were needed to

ensure compatibility with the PostgreSQL database. One adjustment was to alter the exploit

table in the SQL schema to include new columns of type “TEXT”. The second adjustment

was to update the SQL builder functions. This included updating the related functions

such as exploit creations, exploit parsing, database fetching, and SQL string builders to add

additional room for the group identifier.

4.2.3 Compound Operators

While not strictly necessary, compound operators greatly simplify the exploit file cre-

ation process. For example, implementing time as a feature into the tool without compound

operators would increase its difficulty substantially. For each time interval, a separate exploit

would need to be created, with time flags to indicate the current time. If time was increased

monthly for a year, 12 different exploits would need to be created, with flags to ensure

that time jumps did not occur. Updating qualities without compound operators also relied

on flags, and clever, but convoluted methods for incrementing values. Instead, compound
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operators were implemented, and this addition was discussed in Section 3.3.

4.2.4 Graph Generation

The implementation of synchronous firing in the graph generation process relies on a

map to hold the fired status of groups. Previously, each iteration of the applicable exploit

vector loop generated a new state. With synchronous firing, all assets should be updating

the same state, rather than each independently creating a new state. To implement this,

each iteration of the applicable exploit vector checks if the current loop element is in a group

and if that group has fired. If the element is in a group, the group has not been fired, and

all group members are ready to fire, then all group members will loop through an update

process to alter the single converged state. Otherwise, the loop will either continue to the

next iteration if group conditions are not met, or will create a single state if it is not in a

group. Figure 4.3 displays the synchronous fire approach.

4.3 Experimental Networks and Results

All data was collected on a 13 node cluster, with 12 nodes serving as dedicated

compute nodes, and 1 node serving as the login node. Each compute node has a configuration

as follows:

• OS: CentOS release 6.9

• CPU: Two Intel Xeon E5-2620 v3

• Two Intel Xeon Phi Co-Processors

• One FPGA (Nallatech PCIE-385n A7 Altera Stratix V)

• Memory: 64318MiB

All nodes are connected with a 10Gbps Infiniband interconnect.
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Figure 4.3: Synchronous Firing in the Graph Generation Process
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4.3.1 Experimental Networks

The example networks for testing the effectiveness of synchronous firing follow the

compliance graph generation approach. These networks analyze two assets, both of which

are identical 2006 Toyota Corolla cars with identical qualities. The generation examines both

cars at their current states, and proceeds to advance in time by a pre-determined amount, up

to a pre-determined limit. Each time increment updates each car by an identical amount of

mileage. During the generation process, it is determined if a car is out of compliance either

through mileage or time since its last maintenance in accordance with the Toyota Corolla

Maintenance Schedule manual.

In addition, the tests employ the use of “services”, where if a car is out of compliance,

it will go through a correction process and reset the mileage and time since last service. Each

test varies in the number of services used. The 1 Service test only employs one service, and

it is dedicated to brake pads. The 2 Service test employs two services, where the first service

is dedicated to the brake pads, and the second is for exhaust pipes. This process extends to

the 3, 4, 5, and 6 Service tests. The testing information is as follows:

• All tests ran for 12 months, with time steps of 1 month.

• All tests had the same number of compliance checks: brake pads, exhaust pipes, vac-

uum pumps, AC filters, oil changes, and driveshaft boots.

• There were 12 base exploits, and an additional 6 exploits were individually added in

the form of services for each test.

• All tests used the same network model.

• All tests used the same exploit file, with the exception of the “group” keyword being

present in the synchronous firing testing.

• Services must be performed prior to advancing time, if services are applicable.

• Graph visualization was not timed. Only the generation and database operation time

was measured.

25



4.3.2 Results

Using the testing setup described in Section 4.3.1 on the platform described at the

beginning of Section 4.3, results were collected in regards to the effect of synchronous firing

on both state space and runtime. These results can be seen in Figures 4.4 and 4.5. The

respective tables are seen in Tables 4.1 and 4.2. Both figures show a decrease in the number of

states and a decrease in the runtime when synchronous firing is utilized. Since synchronous

firing prevents the generation of unattainable states, there is no meaningful information

loss that occurs in the graphs generated with the synchronous firing feature. Since the

resulting number of states was also reduced, there will be increased justification for the

synchronous firing approach due to a reduced runtime for the analysis process. Figure 4.6

displays the speedup obtained when using synchronous firing instead of non-synchronous

firing for identical setups. Further elaboration is seen in Section 6.2, but it is hypothesized

that the synchronous firing approach will lead to an increased runtime reduction and state

space reduction when more assets exist in the network due to the increased number of

unattainable state permutations.

Non-Synchronous Firing
Number of Services Number of States Runtime (ms)

1 37001 87366.65
2 46361 115929.97
3 72489 184634.34
4 93525 314470.16
5 209944 588336.01
6 423940 1581697.61

Table 4.1: Tabled Results for the Non-Synchronous Firing Testing
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Figure 4.4: Bar Graph and Line Graph Representations of Synchronous Firing on Runtime

Synchronous Firing
Number of Services Number of States Runtime (ms) Speedup

1 6277 14872.86 5.87
2 11653 29251.56 3.96
3 25317 66799.18 2.76
4 36949 102216.30 3.08
5 83134 243612.05 2.42
6 186679 581840.76 2.72

Table 4.2: Tabled Results for the Synchronous Firing Testing
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Figure 4.5: Bar Graph and Line Graph Representations of Synchronous Firing on State
Space

Figure 4.6: Speedup Obtained When Using Synchronous Firing
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CHAPTER 5

PARALLELIZATION USING MESSAGE PASSING INTERFACE

5.1 Introduction to MPI Utilization for Attack and Compliance Graph

Generation

Previous works for graph generation, and specifically for attack graph generation, have

seen promising results as discussed in Sections 2.2 and 2.3. This work attempts to further

those efforts and extend RAGE to function on distributed computing environments to take

advantage of the increased computing power using message-passing. As mentioned by the

author of [33], MPI is the most widely used message-passing API, and this work intended

to utilize an API that was not only familiar and accessible, but versatile and powerful

for parallelizing RAGE for distributed computing platforms. This Chapter discusses two

approaches for parallelism: task parallelism in Section 5.3, and data parallelism in Section

5.4. All approaches in this work utilize OpenMPI for the MPI implementation.

5.2 Necessary Components

5.2.1 Serialization

In order to distribute workloads across nodes in a distributed system, various types

of data will need to be sent and received. Support and mechanisms vary based on the MPI

implementation, but most fundamental data types such as integers, doubles, characters, and

Booleans are incorporated into the MPI implementation. While this does simplify some of the

messages that need to be sent and received in the MPI approaches of attack and compliance

graph generation, it does not cover the vast majority of them when using RAGE.
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RAGE implements many custom classes and structs that are used throughout the

generation process. Qualities, topologies, network states, and exploits are a few such exam-

ples. Rather than breaking each of these down into fundamental types manually, serialization

functions are leveraged to handle most of this. RAGE already incorporates Boost graph li-

braries for auxiliary support, so this work extended this further to utilize the serialization

libraries also provided by Boost. These libraries also include support for serializing all STL

classes, and many of the RAGE classes have members that make use of the STL classes. One

additional advantage of the Boost library approach is that many of the RAGE classes are

nested. For example, the NetworkState class has a member vector of Quality classes, and the

Quality class has a Keyvalue class as a member. When serializing the NetworkState class,

Boost will recursively serialize all members, including the custom class members, assuming

they also have serialization functions.

When using the serialization libraries, this work opted to use the intrusive route,

where the class instances are altered directly. This was preferable to the non-intrusive

approach, since the class instances were able to be altered with relative ease, and many of

the class instances did not expose enough information for the non-intrusive approach to be

viable.

5.3 Tasking Approach

5.3.1 Introduction to the Tasking Approach

The high-level overview of the attack and compliance graph generation process can be

broken down into six main tasks. These tasks are described in Figure 5.1. Prior works such as

that seen by the authors of [25], [26], and [27] work to parallelize the graph generation using

OpenMP, CUDA, and hyper-graph partitioning. This approach, however, utilizes Message

Passing Interface (MPI) to distribute the six identified tasks of RAGE to examine the effect

on speedup, efficiency, and scalability for attack and compliance graph generation.
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Figure 5.1: Task Overview of the Attack and Compliance Graph Generation Process
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5.3.2 Algorithm Design

The design of the tasking approach is to leverage a pipeline structure with the six

tasks and MPI nodes. After its completion, each stage of the pipeline will pass the necessary

data to the next stage through various MPI messages, where the next stage’s nodes will

receive the data and execute their tasks. The pipeline is considered fully saturated when

each task has a dedicated node solely for executing work for that task. When there are

less nodes than tasks, some nodes will process multiple tasks. When there are more nodes

than tasks, additional nodes will be assigned to Tasks 1 and 2. Timings were collected in

the serial approach for various networks that displayed more time requirements for Tasks 1

and 2, with larger network sizes requiring vastly more time to be taken in Tasks 1 and 2.

As a result, additional nodes are assigned to Tasks 1 and 2. Node allocation can be seen

in Figure 5.2. In this Figure, “world.size()” is an integer value representing the number of

nodes used in the program, and “num tasks” is an integer value representing the number of

tasks used in the pipeline. By using a variable for the number of tasks, it allows for modular

usage of the pipeline, where tasks can be added and removed without needing to change any

allocation logic work; only communication between tasks may need to be modified, and the

allocation can be adjusted relatively simply to include new tasks.

For determining which tasks should be handled by the root note, a few considerations

were made, where minimizing communication cost and avoiding unnecessary complexity were

the main two considerations. In the serial approach, the frontier queue was the primary data

structure for the majority of the generation process. Rather than using a distributed queue

or passing multiple sub-queues between nodes, the minimum cost option is to pass states

individually. This approach also assists in reducing the complexity. Managing multiple

frontier queues would require duplication checks, multiple nodes requesting data from and

storing data into the database, and devising a strategy to maintain proper queue ordering,

all of which would also increase the communication cost. As a result, the root node will be

dedicated to Tasks 0 and 3.
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Figure 5.2: Node Allocation for each Task
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5.3.2.1 Communication Structure: The underlying communication structure for

the tasking approach relies on a pseudo-ring structure. As seen in Figure 5.2, nodes n2, n3,

and n4 are derived from the previous task’s greatest node rank. To keep the development

abstract, a custom send function checks the world size (“world.size()”) before sending. If the

rank of the node that would receive a message is greater than the world size and therefore

does not exist, the rank would then be “looped around” and corrected to fit within the world

size constraints. After the rank correction, the MPI Send function was then invoked with

the proper node rank.

5.3.2.2 Task 0: Task 0 is performed by the root node, and is a conditional task; it

is not guaranteed to be executed at each pipeline iteration. Task 0 is only executed when

the frontier is empty, but the database still holds unexplored states. This occurs when there

are memory constraints, and database storage is performed during execution to offload the

demand, as discussed in Section 3.5. After the completion of Task 0, the frontier has a state

popped, and the root node sends the state to n1. If the frontier is empty, the root node sends

the finalize signal to all nodes.

5.3.2.3 Task 1: Task 1 begins by distributing the workload between nodes based on

the local task communicator rank. Rather than splitting the exploit list at the root node and

sending sub-lists to each node allocated to Task 1, each node checks its local communicator

rank and performs a modulo operation with the number of nodes allocated to determine

whether it should proceed with the current iteration of the exploit loop. Since the exploit

list is static, each node has the exploit list initialized prior to the generation process, and

communication cost can be avoided from sending sub-lists to each node. Each node in Task

1 works to compile a reduced exploit list that is applicable to the current network state. A

breakdown of the Task 1 distribution can be seen in Figure 5.3.

Once the computation work of Task 1 is completed, each node must send their com-

piled applicable exploit list to Task 2. Rather than merging all lists and splitting them back

out in Task 2, each node in Task 1 will send an applicable exploit list to at most one node
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Figure 5.3: Data Distribution of Task One

allocated to Task 2. Based on the allocation of nodes seen in Figure 5.2, there are 2 potential

cases: the number of nodes allocated to Task 1 is equal to the number of nodes allocated to

Task 2, or the number of nodes allocated to Task 1 is one greater than the number of nodes

allocated to Task 2. For the first case, each node in Task 1 sends the applicable exploit

list to its global rank+n1. This case can be seen in Figure 5.4. For the second case, since

there are more nodes allocated to Task 1 than Task 2, node n1 scatters its partial applicable

exploit list in the local Task 1 communicator, and all other Task 1 nodes follow the same

pattern seen in the first case. This second case can be seen in Figure 5.5.

5.3.2.4 Task 2: Each node in Task 2 iterates through the received partial applicable

exploit list and creates new states with edges to the current state. However, synchronous

firing work is performed during this task, and syncing multiple exploits that could be dis-

tributed across multiple nodes leads to additional overhead and complexity. To prevent these

difficulties, each node checks its partial applicable exploit list for exploits that are part of

a group, removes these exploits from its list, and sends the exploits belonging to a group

to the Task 2 local communicator root. Since the Task 2 local root now contains all group

exploits, it can execute the Synchronous Firing work without additional communication or
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Figure 5.4: Communication From Task 1 to Task 2 when the Number of Nodes Allocated is
Equal
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Figure 5.5: Communication From Task 1 to Task 2 when Task 1 Has More Nodes Allocated

synchronization between other MPI nodes in the Task 2 stage. Other than the additional

setup steps required for Synchronous Firing for the local root, all work performed during

this task by all MPI nodes is that seen from the Synchronous Firing figure (Figure 4.3).

5.3.2.5 Task 3: Task 3 is performed only by the root node, and no division of work

is necessary. The root node will continuously check for new states until the Task 2 finalize

signal is detected. This task consists of setting the new state’s ID, adding it to the frontier,

adding its information to the instance, and inserting information into the hash map. When

the root node has processed all states and has received the Task 2 finalize signal, it will

complete Task 3 by sending the instance and/or frontier to Task 4 and/or 5, respectively if

applicable, then proceed to Task 0.
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5.3.2.6 Task 4 and Task 5: Intermediate database operations, though not frequent

and may never occur for small graphs, are lengthy and time-consuming when they do occur.

As discussed in Section 3.5, the two main memory consumers are the frontier and the in-

stance, both of which are contained by the root node’s memory. Since the database storage

requests are blocking, the pipeline would halt for a lengthy period of time while waiting for

the root node to finish potentially two large storages. Tasks 4 and 5 work to alleviate the

stall by executing independently of the regular pipeline execution flow. Since Tasks 4 and

5 do not send any data, no other tasks must wait for these tasks to complete. The root

node can then asynchronously send the frontier and instance to the appropriate nodes as

needed, clear its memory, and continue execution without delay. After initial testing, it was

determined that the communication cost of the asynchronous sending of data for Tasks 4

and 5 is less than the time requirement of a database storage operation if performed by the

root node.

5.3.2.7 MPI Tags: To ensure that the intended message is received by each node,

the MPI message envelopes have their tag fields specified. When a node sends a message,

it specifies a tag that corresponds with the data and intent for which it is sent. The tag

values were arbitrarily chosen, and tags can be added to the existing list or removed as

desired. When receiving a message, a node can specify to only look for messages that have

an envelope with a matching tag field. Not only do tags ensure that nodes are receiving the

correct messages, they also reduce complexity for program design. Table 5.1 displays the list

of tags used for the MPI Tasking approach.

5.3.3 Performance Expectations and Use Cases

Due to the amount of communication between nodes to distribute the necessary data

through all stages of the tasking pipeline, this approach is not expected to outperform the

serial approach in all cases. This tasking approach was specifically designed to reduce the

computation time when the generation of each individual state increases in time. This

approach does not offer any guarantees of processing through the frontier at an increased
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Tag Description
2 Task 2 Finalize Signal
3 Fact for Hash Map Update
4 NetworkState for Hash Map Update
5 NetworkState to be Added to the Frontier
6 Current NetworkState Reference for Edge Creation
7 Factbases for Task 4
8 Edges for Task 4
9 Group Exploit Vectors for Local Root in Task 2
10 Exploit Reference for Task 3 Work
11 AssetGroup Reference for Task 3 Work
14 Continue Signal
15 Finalize Signal
20 Current NetworkState Reference for Task 1
21 Applicable Exploit Vector Scatter for Task 1 Case 2
30 Applicable Exploit Vector Send to Task 2
40 NetworkState Send to Task 2
50 NetworkState to Store in Task 5

Table 5.1: MPI Tags for the MPI Tasking Approach

rate; it’s main objective is to distribute the workload of individual state generation. As

discussed in Section 1.1, the amount of entries in the National Vulnerability database and

any custom vulnerability testing to ensure adequate examination of all assets in the network

sums to large number of exploits in the exploit list. Likewise for compliance graphs and

compliance examinations, Section 1.2.3 discussed that the number of compliance checks for

SOX, HIPAA, GDPR, PCI DSS, and/or any other regulatory compliance also sums to a large

number of compliance checks in the exploit list. Since the generation of each state is largely

dependent on the number of exploits present in the exploit list, this approach is best-suited

for when the exploit list grows in size. As will be later discussed, it is also hypothesized that

this approach is well-suited when many database operations occur.

5.3.4 Results

A series of tests were conducted on the platform described at the beginning of Section

4.3, and results were collected in regards to the effect of the MPI Tasking approach on
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increasing sizes of exploit lists for a varying number of nodes. The exploit list initially

began with 6 items, and each test scaled the number of exploits by a factor of 2. The

final test was with an exploit list with 49,512 entries. If all of the items in these exploit

lists were applicable, the runtime would be too great for feasible testing due to the state

space explosion. To prevent state-space explosion but still gather valid results, each exploit

list in the tests contained 6 exploits that could be applicable, and all remaining exploits

were not applicable. The not applicable exploits were created in a fashion similar to that

seen in Figure 5.6. By creating a multitude of not applicable exploits, testing can safely

be conducted by ensuring state space explosion would not occur while still observing the

effectiveness of the tasking approach.

The results of the Tasking Approach can be seen in Figure 5.7. In terms of speedup,

when the number of entries in the exploit list is small, the serial approach has better per-

formance. This is expected due to the communication cost requiring more time than it does

to generate a state, as discussed in Section 5.3.3. However, as the number of items in the

exploit list increase, the Tasking Approach quickly begins to outperform the serial approach.

It is notable that even when the tasking pipeline is not fully saturated (when there are less

compute nodes assigned than tasks), the performance is still approximately equal to that

of the serial approach. The other noticeable feature is that as more compute nodes are

assigned, the speedup continues to increase.

In terms of efficiency, 2 compute nodes offer the greatest value since the speedup using

2 compute nodes is approximately 1.0 as the exploit list size increases. While the 2 compute

node option does offer the greatest efficiency, it does not provide a speedup greater than 1.0

on any of the testing cases conducted. The results also demonstrate that an odd number

of compute nodes in a fully saturated pipeline has better efficiency that an even number

of compute nodes. When referring to Figure 5.2, when there is an odd number number

of compute nodes, Task 1 is allocated more nodes than Task 2. In the testing conducted,

Task 1 was responsible for iterating through an increased size of the exploit list, so more

nodes is advantageous in distributing the workload. However, since many exploits were not
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applicable, Task 2 had a lower workload where only 6 exploits could be applicable. This will

be further elaborated upon in Section 6.2, but it is expected that efficiency will increase for

real networks, since nodes in Task 2 will see a realistic workload.

Figures 5.8, 5.9, and 5.10 display the results of the tasking approach for runtime in

milliseconds, speedup, and efficiency respectively in table format.

Figure 5.6: Example of a Not Applicable Exploit for the MPI Tasking Testing

5.4 Subgraphing Approach

5.4.1 Introduction to the Subgraphing Approach

As opposed to the Tasking Approach described in Section 5.3, this Section introduces

the Subgraphing Approach as a means of reducing runtime by frontier distribution though

subgraphing. Section 3.5 discusses that the frontier is expanded at a rate faster than can

be processed. This approach attempts to distribute the frontier by assigning MPI nodes a

starting state, and each node will generate a subgraph up to a designated depth-limit, where

each node will then return their generated subgraph to a merging process. The authors

of [25] presented an alternative method of frontier processing by utilizing OpenMP on a

shared-memory system to assign each thread an individual state to explore that would then

pass through a critical section. This approach is intended for a distributed system, and

additionally differs in that each node will explore multiple states to form a subgraph, rather
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Figure 5.7: Speedup and Efficiency of the MPI Tasking Approach for a Varying Number of
Compute Nodes with an Increasing Problem Size
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Figure 5.8: Results for the MPI Tasking Approach in Terms of Runtime in Milliseconds

Figure 5.9: Results for the MPI Tasking Approach in Terms of Speedup

Figure 5.10: Results for the MPI Tasking Approach in Terms of Efficiency
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than exploring one individual state. This approach was implemented with two versions, and

both collected results to draw conclusions in regards to speedup, efficiency, and scalability

for attack graph and compliance graph generation.

5.4.2 Algorithm Design

The design of the subgraphing approach consists of three main components: worker

nodes, the root node, and a database node. The original design did not include a database

node, but testing through the implementation of the tasking approach discussed in 5.3.2.6

led to the inclusion of a dedicated database node. The overall design is predicated on the

root node distributing data to all worker nodes and merging the worker nodes’ subgraphs.

Figure 5.11 displays an example graph that utilizes three worker nodes with a depth limit of

3. Each worker node corresponds to a different graph state color and texture in the figure.

Each worker node explored a varying number of states, but did not proceed to explore a

depth that exceeded the specified depth limit of 3. The final cluster of four nodes at the

bottom of the graph represents one of the three worker node exploring the final states, while

the other two nodes wait for further instruction. The following three subsections describe

each component in further detail.

5.4.2.1 Worker Nodes: Each worker node will start each iteration of its loop by

checking for the finalize message or for a new state to receive. If no message is available

to receive, it will continue to wait until one is available. Each worker node will continue

this process until the finalize message is received, where it will exit the generation process.

When a worker node receives a new state, it will follow the original graph generation process

with a modification in the exploration approach. Since other nodes will also be generating

subgraphs, using a breadth-first search is unideal since the amount of duplicate work would

be increased. Instead, the graph generation will utilize a depth-first search approach, where

each node will explore up to a specified depth level. This depth level is specified by the user

at before the generation process begins, so additional tuning can be performed as desired.

After either the depth limit is reached, or no other states are available to be explored, the
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Figure 5.11: Example Graph Using the MPI Subgraphing Approach

node will return its local frontier (if the node still has unexplored states it did not explore)

and its generated subgraph. The node will then proceed to wait for a new message from the

root node.

5.4.2.2 Root Node: The root node is responsible for two main portions of the

subgraphing approach - the distribution of work and the merging of results. The subgraph-

ing approach begins by distributing the only state that is known at the beginning of the

generation process to a single node. Once the node returns, two functions may occur. If the

node indicates that there are still more states to explore, then the worker node’s frontier gets

merged with the root node’s frontier. If the node discovered new states, then its subgraph

gets merged with the root node’s graph. This process occurs as long as there are more states

to explore. The frontier merging process takes the worker node’s frontier and emplaces it

to the back of the root node’s frontier, with an additional marker. Since each worker node

follows a depth-first search, if two worker nodes pop from the front of the queue, there is a
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high likelihood that the worker nodes are exploring the same segment of the graph, resulting

in more duplicate work. To prevent this, each worker node attempts to explore the same

segment of the graph throughout the generation process. When the frontiers are merged, the

root node includes an additional marker for each worker node to indicate where the end of a

node’s frontier is in relation to the overall root frontier. When distributing work to a worker

node, the root node will pull a state from the queue at a position equal to the node marker.

If no marker is found for a worker node and the queue is not empty, then a random state is

pulled from the queue instead. Figure 5.12 displays the frontier merging process along with

the data distribution.

Figure 5.12: Frontier Merging and Data Distribution Process

The root node is also responsible for merging the subgraphs. The root node will

receive a subgraph from each node if a subgraph exists, and add all unseen states to the root

graph. This is conducted using the hash of each state, since using the state ID is inconsistent
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Tag Description
1 New State from Root to Workers
2 Workers Finished Subgraphing Signal
3 Local Node Frontiers
5 NetworkState for Hash Map Update
6 Fact for Hash Map Update
7 Factbases for Intermediate Database Storage
8 Edges for Intermediate Database Storage
10 Local Node Factbases
11 Local Node Edges
50 NetworkState for Intermediate Database Storage
99 Generation Finalize Signal

Table 5.2: MPI Tags for the MPI Subgraphing Approach

across worker nodes. If a state already exists in the root graph, the duplicate state is not

added. Likewise, edges are added if the edge has not already been added to the root graph.

For the subgraphing approach, edges have been slightly altered from having class members of

”From State ID” and ”To State ID” to ”From State Hash” and ”To State Hash” to ensure

consistency across nodes.

5.4.2.3 Database Node: A node dedicated to database operations is also present

in this approach. The work performed for the subgraphing approach is identical to the work

performed by Tasks 4 and 5 in the tasking approach, which is discussed in Section 5.3.2.6.

5.4.2.4 MPI Tags: Similar to Section 5.3.2.7 that discussed the usage of MPI Tags

for the tasking approach, the subgraphing approach also made use of MPI Tags. Table 5.2

displays the integers and descriptions of the tags used for this approach.

5.4.3 Performance Expectations and Use Cases

This approach is intended to reduce runtime when the frontier grows at a rate faster

than it can be explored. However, since this approach is designed for distributed systems,

there is no guarantee that speedup can be achieved when duplicate work is performed. Not
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only is there wasted time by the worker nodes when duplicate work occurs, but duplicate

work also contributes to increased communication between nodes to adequately explore the

graph, and also leads to an increased number of merging calls by the root node. The ideal

scenario for the subgraphing approach is when the graph is sparse, and the graph aligns

more with a N-Ary tree structure where each node only has one parent. When the graph

is sparse, there is a lower likelihood of duplicate work occurring, since worker nodes have

a lower probability of exploring a graph state that connects to a different graph state that

has been (or will be) explored by another worker node. If each graph state was able to have

only one parent, there is a lower likelihood that worker nodes would explore the same graph

cluster.

5.4.4 Results

A series of tests were conducted on the platform described at the beginning of Section

4.3, and results were collected in regards to the effect of the MPI Subgraphing approach on

4 example networks that had a testing arrangement as follows:

• All tests ran for 12 months, with time steps of 1 month.

• All tests had the same number of compliance checks: brake pads, exhaust pipes, vac-

uum pumps, and AC filters.

• There were 10 base exploits, and an additional 4 exploits were individually added in

the form of services for each test.

• All tests used the same network model.

• Services must be performed prior to advancing time, if services are applicable.

• Graph visualization was not timed. Only the generation and database operation time

was measured.

All tests used synchronous firing. Figure 5.13 shows the runtimes of each of the test

cases. Only the serial runtime from the 2 Service test is displayed for conciseness. The
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results in terms of speedup and efficiency are seen in Figure 5.14.

Figure 5.13: First iteration results of MPI Subgraphing in terms of Runtime

As noted from Figures 5.13 and 5.14, the performance from this approach appears

quite poor. The serial approach has greater performance in all cases, and the resulting

speedups for all 4 service tests are below 1.0 when using the subgraphing approach. Likewise,

the efficiency continues to worsen as more compute nodes are added to the system. There

are a few reasons for this poor performance. Figure 5.11 illustrates an example graph that

is considered favorable to this approach in that branches are relatively distinct, and the

graph is not fully connected. As a result in this example graph, each compute node is

working on independent graph structures that do not overlap, and all work is distinct. This
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Figure 5.14: First iteration results of MPI Subgraphing in terms of Speedup and Efficiency
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graph can quickly lead to issues through a few modifications. Figure 5.15 utilizes the same

example graph from Figure 5.11, but adds two edges between the outside branches. With this

arrangement, the 1st and 3rd compute nodes will perform work that overlaps with the work

performed by the 2nd compute node. Both compute node 1 and compute node 3 will explore

State 5, and depending on the depth limit, compute nodes 1 and 3 will continue to explore

State 5’s children, leading to almost all of compute 2’s work being duplicated twice. This

duplicate work occurs at an alarming rate in the service tests that were performed. Figure

5.16 illustrates that there is an extraordinarily large amount of duplicate work occurring

in the testing, which substantially increases the runtime of this approach. The duplicate

work, as discussed in Section 5.4.3, not only wastes compute nodes’ times and leads to

a longer exploration process, but it also requires the root node to perform more merging

and cleanup work. When using mpiP (a light-weight MPI profiler provided by Lawrence

Livermore National Laboratory) [34], it was measured that this extra merging and cleanup

work performed by the root causes additional delays in distributing data, and the compute

nodes spent a combined 35% total application runtime just waiting to receive more data

from the root node in the 1 service test.

To minimize the duplicate work performed, a second approach using a distributed

hash table (DHT) was attempted. With a DHT, each compute node would check to ensure

that they were not duplicating work. This would limit the work needed by the root node,

but each worker node would need to search the DHT. Using a DHT would increase the

communication overhead, but if the communication overhead was less than the time taken

for duplicate work or was minimal enough to still process the frontier at a greater rate

than the serial approach, then the distributed hash table would be considered advantageous.

Rather than devising a unique strategy for a distributed hash table, this work made use of the

Berkely Container Library (BCL), which is an open-source library and provides distributed

data structures with easy-to-use interfaces. Since BCL is a header-only library, it allowed for

minimal code alterations, and primarily just needed to be dropped into the system. Testing

was repeated with an identical setup to the approach without a DHT. The results in terms
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Figure 5.15: Modified Subgraphing Example Graph with Two New Edges
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Figure 5.16: Duplicate States Explored vs Actual Number of States for the 1-4 Service Tests
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1 Service Test, Synchronous Firing Enabled
# Compute Nodes Min %MPI Time Max %MPI Time Avg %MPI Time Std Dev

2 78.23 84.68 81.46 4.56
3 78.54 99.64 87.92 10.74
4 80.13 99.12 90.04 9.27
5 86.07 99.66 92.72 6.68
6 82.94 98.9 92.72 6.92
7 82.81 99.17 92.85 5.83
8 83.58 99.35 94.19 5.91
9 82.92 99.58 94.85 6.76
10 84.02 98.98 95.10 5.19
11 84.41 99.25 95.55 5.06
12 84.82 99.68 96.49 4.83

Table 5.3: MPI Communication Time Percentage in Relation to the Overall Program Run-
time for the 1 Service Test

of speedup and efficiency are seen in Figure 5.17. Results in terms of runtime between the

DHT approach and the base approach are seen in Figure 5.18.

5.4.5 Subgraphing Result Analysis

Implementing the DHT did prevent duplicate work, but the communication cost from

repeated DHT queries by each worker node was far greater than the serial approach, and

was also greater than the first approach for MPI Subgraphing without the DHT. Table 5.3

displays the communication cost incurred when using the DHT in the MPI Subgraphing

approach with the 1 Service test. Likewise, Table 5.4 displays the communication cost with

the 4 Service test. The minimum, maximum, and average MPI communication time in

relation to the entire program is high in all cases, and causes a large increase in the overall

runtime.

When a DHT is not used, Figure 5.16 displays the amount of duplicate work that

is performed. Section 5.4.4 discusses these results, and also describes that 35% of the total

program runtime is comprised entirely from worker nodes waiting for the root node to finish

cleaning the duplicate work.
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Figure 5.17: Speedup and Efficiency of MPI Subgraphing when using a DHT
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Figure 5.18: Runtime of MPI Subgraphing when using a DHT vs not using a DHT

4 Service Test, Synchronous Firing Enabled
# Compute Nodes Min %MPI Time Max %MPI Time Avg %MPI Time Std Dev

2 89.13 91.53 90.33 1.70
3 89.18 99.99 93.60 5.67
4 90.41 99.99 94.44 4.53
5 91.4 99.98 95.44 3.36
6 89.01 99.97 94.11 3.59
7 91.41 99.99 96.58 2.63
8 89.57 99.98 96.06 3.08
9 90.94 99.98 96.77 2.83
10 89.2 99.97 96.02 3.29
11 89.1 99.97 96.46 3.25
12 89.3 99.97 96.89 2.83

Table 5.4: MPI Communication Time Percentage in Relation to the Overall Program Run-
time for the 4 Service Test
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However, despite the results from both of these subgraphing approaches, the sub-

graphing approach can be improved through several means. This work took a first step,

näıve approach when not using a DHT. Other than using markers to denote node local fron-

tiers in the root frontier, no sophisticated metric is used for distributing starting states to

compute nodes. The approach used is to simply pop a state from the queue and send it to a

compute node. This work also discussed that if no marker was available for a compute node,

a random state would be distributed instead. A better, more sophisticated metric would

likely result in increased performance. The usage of the DHT can also likely be improved.

When discovering new states, a compute node would check the DHT to see if the state had

already been discovered. Since this query is performed on all new state discoveries, there is

a large increase in overall runtime due to the communication cost. Better usage of the DHT

can likely be implemented.

Other solutions can be implemented to minimize the duplicate work performed by

MPI compute nodes. As discussed in Section 2.3, the authors of [27] presented a differ-

ent approach for a distributed algorithm, but they made use of a virtual shared memory

abstraction. A similar approach can be attempted for this subgraphing implementation.

Though the subgraphing approach presented by this work did not lead to a speedup

in attack and compliance graph generation, it is believed that further tuning, better work

distribution metrics, and/or better communication tactics can lead to increased performance.

This work has laid the initial foundation for a data parallelism approach for an MPI imple-

mentation for attack and compliance graph generation, and future works and improvements

can lead to promising results.
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CHAPTER 6

CONCLUSIONS AND FUTURE WORKS

6.1 Conclusions

This thesis presented various extensions to an attack graph generator, RAGE, to

allow for a broader range of utilities. In order to reduce the difficulty required for describing

network models and exploits, Sections 3.3 and 3.4 presented the implementation of relational

and compound operators. Both implementations simplify the amount of manual enumeration

and manual specifications of asset qualities, and this simplifies precondition checks to singular

lines. In addition, these implementations reduce the difficulty required for synchronous firing

exploit creations by avoiding the need for (for instance) time flags and enumeration of time

all time instances. These expansions allow for more complex attack modeling, since broad

sweeps and generic < or > checks can be performed due to the increased expressiveness.

The intermediate database storage feature presented in Section 3.5 allows for the

generation of very large attack or compliance graphs without concern of absolute memory

consumption, assuming very large storage solutions are in place.

Section 3.1 presents the path walking feature, which is able to split attack and com-

pliance graphs into subgraphs that can be used to simplify the analysis process by examining

only smaller portions or focus areas of a network at a time.

Chapter 4 presents the synchronous firing feature, which is successfully able to reduce

the state space and runtime of the generation process when assets have inseparable features.

This feature does not lose any substantive information from a network and its resulting

graph; the graph is able to remain exhaustive and still capture all necessary information.

The results are promising, and greater reductions are expected when a greater number of

assets share inseparable features, as discussed in Section 6.2.
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Chapter 5 presented two approaches for utilizing MPI for extension to a distributed

computing platform. One approach was a task parallelism approach presented in Section

5.3, and promising results were observed when the generation of each state increased in com-

putation requirements. The second approach was a data parallelism approach presented in

Section 5.4. This thesis provides an MPI code-base for parallelizing the generation of com-

pliance graphs on multiple nodes. The results indicate that future work should be conducted

to optimize and avoid the difficulties of duplicate work and communication overhead.

Throughout this thesis, RAGE has been extended to support compliance graph gen-

eration. Section 1.2.2 describes the alterations carried out to support compliance graphs,

and example compliance graphs have been generated in the results seen in Sections 4.3.2,

5.3.4, and 5.4.4.

6.2 Future Work

There are multiple avenues that future works and research can be conducted. One

such investigation involves examining the effect of the synchronous firing feature with more

assets belonging to groups. As the number of assets with inseparable features increases, more

permutations consisting of unattainable states in a graph would exist. Since more assets can

devolve and grow increasingly out of sync, the reduction rate when using the synchronous

firing feature is likely to increase.

Another avenue is to improve and further test the MPI Tasking approach discussed

in Section 5.3. One improvement approach involves blending OpenMP and MPI. For Task 2

specifically, an example diagram was created that displays a possible approach at leveraging

both OpenMP and MPI, and this can be seen in Figure 6.1. Similar techniques could likely

be implemented for Task 1, and other techniques could be devised for these tasks and for

Tasks 3, 4, and 5. Further testing can be conducted to examine the effectiveness of MPI

Tasking when generating large graphs with many applicable exploits at any given state. This

would allow Task 2 to have a greater workload, where increased speedups are likely to be

attained over the serial approach.
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Figure 6.1: Possible Method for Blending MPI and OpenMP for Task 2 of the MPI Tasking
Approach
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Many research avenues exist for the MPI Subgraphing approach seen in Section 5.4.

The results collected in this work were not promising, and many alterations can be attempted.

Duplicate states are the primary problem point of this approach, and using a DHT increased

the communication cost to a large degree. Alternate methods for addressing this issue can

be devised. While it did not improve the results in this work, parameter tuning with this

approach can be performed in regards to the depth limit value and the metric for when a

worker node does not have a queue marker. This work used a random metric, but more

intelligent strategies could be devised.

Drastic results are not likely to occur, but various MPI parameter tunings can be

performed for both the MPI Tasking and Subgraphing approaches. For instance, this work

utilized the parameters for binding to and mapping by NUMA. This is seemingly the most

common approach, and MPI balances the workload of NUMA nodes automatically when

these parameters are used. Many other options exists for these parameters, and many

other parameters exist that can be examined. In addition, comparisons between OpenMPI,

MPICH, and MVAPICH can be conducted to see if there is any noticeable, consistent im-

provement.
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