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ABSTRACT

Attack graphs are a powerful modeling technique with which
to explore the attack surface of a system. However, they
can be difficult to generate due to the exponential growth
of the state space, often times making exhaustive search im-
practical. This paper discusses an approach for generating
large attack graphs with an emphasis on scalable genera-
tion over a distributed system. First, a serial algorithm is
presented, highlighting bottlenecks and opportunities to ex-
ploit inherent concurrency in the generation process. Then
a strategy to parallelize this process is presented. Finally,
we discuss plans for future work to implement the parallel
algorithm using a hybrid distributed/shared memory pro-
gramming model on a heterogeneous compute node cluster.

CCS Concepts

eSecurity and privacy — Formal security models; Vul-
nerability management; eComputing methodologies —
Parallel algorithms;
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1. INTRODUCTION

Modeling networks to check for security vulnerabilities is
not a new problem. However, current networks have grown
substantially in size, and modeling systems in a reasonable
amount of time remains a significant challenge. Compre-
hensive security analysis of a network mandates a full ac-
counting of exposures and the potential interactions between
them. Attack graphs describe how a series of actions (e.g.,
attacks) can alter a system with the ultimate goal of com-
promising some security property of the system [4, 7, 11].
The large size of modern networks makes complete attack
graphs difficult to generate due to their size and complexity.
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In this paper, we present a scalable approach for gener-
ating attack graphs of large networks. First, a serial al-
gorithm is presented along with a complexity analysis that
reveals bottlenecks and opportunities for parallelism. Then
a parallel algorithm is presented and its relative performance
characteristics are compared against the serial approach.

2. ATTACK GRAPHS

Modeling exploit methods is vital for security. As systems
grow in size, the number of possible exposures grow with it.
Modern systems employ very large networks which must be
maintained on a regular basis, but typically only a few peo-
ple are able to manage them, leaving some areas vulnerable.
Several methods of modeling the security of these networks
have been proposed [6, 10, 12]. One such method is the
attack graph, which is a directed graph that describes a
particular network and how exploits can be chained together
to compromise a complex system [8, 11].

2.1 Overview

Attack graphs characterize the attack surface of a system
through a functional treatment of exploit patterns. When
checking for exposures in a network, each possible exploit
must be checked against all items in the network. In our at-
tack graph vernacular, these items are called assets. Assets
have facts associated with them. Facts are either qualities,
which describe properties of the asset, or topologies, which
describe the asset’s relation to other assets. Collectively, as-
sets and facts comprise a network state.

An exploit consists of preconditions (requirements for the
exploit) and postconditions (results of the exploit). After
an exploit has been applied to a network state, a new state



Network Model
Assets:

Workstation

Printer

Network Switch

Facts:

Quality: Workstation, "Windows 7"

Quality: Workstation,
adobe_reader_version,
15.010.20056

Quality: Workstation, anti-virus, false

Quality: Workstation, root, false

Quality: Printer, firmware, 6.5.4

Quality: Printer compromised, false

Quality: Switch, firmware, "7.4.1.34"

Quality: Switch, manufacturer, "Cisco"

Quality: Switch, compromised, false

Topology: Switch, Workstation, connected

Topology: Switch, Printer, connected

Topology: Switch, Internet, connected

Topology: Workstation, Printer, trust

Figure 2: Schema of Figure 1 (©Kyle Cook

is generated by applying the postconditions to the current
network state. In this sense, an exploit pattern operates like
a function. New states are subsequently checked against
exploits to reveal new viable attacks. As each exploit is
applied to each network state, a graph is generated that
describes all possible chains of attacks on a given network.

The resulting graph can be processed to determine state
reachability, probability of exploits, and other risk metrics
[4, 9]. Heuristics, acceleration techniques, and even HPC
hardware can be used in order to conduct practical and
timely analysis on larger and larger networks.

2.2 Example

Consider the network in Figure 1. The topology is as
follows: The switch connects to the workstation, the switch
connects to the printer, and the internet connects to the
switch. This characterizes the initial network state. Figure
2 shows the textual representation, or network model, of the
simple network state in Figure 1.

Figure 3 gives a simple attack graph example. The e de-
notes an exploit. There is a vulnerability in the network
state susceptible to a particular virus. The network is now
in a state where an attack on the printer can be executed to
gain root access. Alternatively, an attacker could exploit a
printer firmware rollback vulnerability, allowing a firmware
attack on the printer to be executed. In this way, multiple
paths can be taken to achieve the same network state.

2.3 Serial Generation Algorithm

The generation algorithm attempts to explore all possible
chain of attacks on a given network state. A network state
is a collection of assets, facts about those assets, and asset
relationships. We are given a list of exploits which, when its
postconditions are applied to a network state, may generate
new states to which other exploits can then be applied.

The serial algorithm repeatedly expands network states
until none remain, at which point the entire state space
has been explored and no exploits apply to any of the cur-
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Figure 3: A Simple Attack Graph ©Kyle Cook

rent network states. This admits the potential of an infinite
graph. Alternative implementations limit state explosion by
depth, distance, or some constant value, such as generating
nodes up to x nodes away from the initial state.

Algorithm 1 begins by loading the initial network state
into the unexpanded queue. We then iterate over each un-
expanded network state (which is, at first, just the initial
state), and apply each exploit to that network state.

To find which assets in the network have an applicable
exploit, all permutations (with repetitions) of the assets in
the exploit parameter list must be checked. Calculating all
permutations with repetition of an exploit parameter list is
O(A") where A is the number of assets in the network state
and P is the number of parameters in the exploit.

Algorithm 1 Serial Attack Graph Generation

1: procedure SERIAL_AG_GEN(assets, exploits)
2: unexpanded < initial_network_state
for exploit e in exploits do
bindings, < permute_r(assets, e.params)

while not done do
network_state < dequeue(unezpanded)
for exploit e in exploits do
new_states < match(
bindingse,
network_state)
9: enqueue(unezpanded, new_states)

10: move network_state to expanded

Algorithm 2 Serial Match Function

1: function MATCH(bindings, state)

2: for binding in bindings do

3: new_state < check(binding, exploit.preconds)
4: if new_state then
5.
6

enqueue(new_states, new_state)
return new_states

Each permutation is considered an asset binding. Each
asset is bound to a exploit parameter in the exploit pat-
tern, defining a bound exploit. The pattern is evaluated by
checking each fact in the bound exploit and comparing this
to the facts in the network state. If the facts match, then
the bound exploit can be applied to the network state.

e: Printer Firmware Rollback



The match function (Algorithm 2) compares an exploit to
a network state to determine if new states can be generated.
If any new states are able to be generated, then the origi-
nal network state can be exploited successfully. A new list
of states is returned, which is then enqueued into the un-
expanded queue. The current network state is then moved
from unezpanded to expanded. If the graph is finite and the
unexplored queue is empty, the algorithm terminates.

Because we generated all bindings earlier, we pass only
the relevant list of bindings to match. We iterate over each
binding and call the check function. check applies the asset
binding to the parameters in the exploit and determines if
the preconditions in the exploit match the assets. If they
match, a new state is generated. If they do not match, we
move on to the next binding and check again.

2.4 Complexity Analysis

The time complexity of the serial algorithm reveals bottle-
necks and opportunities to exploit concurrency for scalable
generation. Let all possible network states in the state space
be S, all assets in a network model be A, all exploits be E,
all facts in an exploit be F', and finally all parameters of
some E be denoted as P.

In this algorithm, we assume that the entire state space
should be explored. However, it is possible that S converges
to infinity, which suggests that the algorithm is O(oc0). Al-
ternative formulations of S consider that the state space S
is finite and explorable in a finite amount of time.

In the match function, line 3 shows a call to check, which
is essentially a search routine. check tries to find each fact
in the current exploit’s factlist against those in the asset
binding. Assuming these facts are in sorted order, check is
done in O(log F'). Line 2 shows a for loop which iterates
over all AF bindings applicable to this exploit. Therefore,
the match function has a complexity of O(log FAY).

In the serial_ag_gen procedure, line 8 calls match, which
runs in O(Blog F) (line 9 is constant time). These oper-
ations are inside a for loop (line 7). Thus the complex-
ity of the code from 7-9 is O(Elog FAF). Lines 6 and 10
are constant time operations, and the while loop executes
as long as unexplored states remain. Absent any heuristic
truncating execution, this implies the while loop will ex-
plore every state in the state space, so the time for lines
5-10 is O(SElog FAY). Line 4 calls permute_r, which has
a complexity of O(FA”) (every binding permutation with
repeats applied to F' exploit preconditions and postcondi-
tions) and is executed E times, so lines 3-4 have a com-
plexity of O(EFAT). Line 2 is constant. Combining these,
serial_ag_gen has a complexity of O(SEFAT).

3. SCALABLE GRAPH GENERATION

We now consider opportunities to exploit the latent con-
currency within the serial algorithm. The most obvious can-
didates for parallelism are found in the for and while loops
of the algorithm. Successfully transforming these into paral-
lel operations requires ensuring that loop-carried dependen-
cies do not exist and that other obstacles are addressed.

3.1 Parallel Algorithm

Looking at Algorithm 1, the generation of asset bindings —
the asset-bound preconditions and postconditions associated
with each exploit — does not encumber any loop-carried de-
pendencies. This process entails ranging over each exploit,

while effectively creating all permutations with repeats of
assets bound to exploit parameters. Thus, this loop can be
parallelized, processed as independent tasks distributed to
nodes under a distributed or a shared memory model.

The while loop can be parallelized as well. However, it
does depend on bindings, each of which are generated before-
hand. Each unexplored network state can be processed inde-
pendently of the others. One issue that must be addressed
is the potential creation of duplicate new_states from two
or more network_states that are being expanded in parallel.
Message passing must also be kept to a minimum as con-
stantly updating states (and searching for duplicates) could
be a computationally expensive task.

The for loop at line 7, which ranges over exploits, is an-
other candidate for applying a shared memory model for par-
allel programming. Here, each node manages network state
expansion, wherein threads under their supervision would
check an assigned set of exploits. The for loop at line 2 of
the match algorithm, which compares bound preconditions
and processes postconditions, is also a candidate for paral-
lelism under a shared memory model. To simplify matters,
we choose the latter for engaging threads in this way.

Algorithm 3 Parallel Attack Graph Generation

1: procedure PARALLEL_AG_GEN(assets, exploits)

2: unexpanded < initial_network_state

parallel for exploit e in exploits do
bindings, < permute_r(assets, e.params)

parallel while not done
network_state < dequeue(unezpanded)
for exploit e in exploits do
new_states < match(
bindingse,
network_state)
9: enqueue(unezpanded, new_states)

10: move network_state to expanded

Algorithm 4 Parallel Match Function

1: function MATCH(bindings, state)

2: parallel for binding in bindings do

3: new_state < check(binding, exploit.preconds)
4: if new_state then
5,
6

enqueue(new_states, new_state)
return new-_states

3.2 Complexity Analysis

An approach to deriving the complexity of the parallel
algorithm begins with the serial algorithm and pursues a
systematic transformation of it according the algorithmic
transformations induced through parallel operations. Fun-
damentally, we scale the serial complexity down by a factor
of either n or ¢, where n is the number of nodes and ¢ is
a number of threads per node, depending on the nature of
the parallel transformation. We incorporate two terms de-
signed to account for the overhead incurred by (i) commu-
nication between nodes in a distributed memory program-
ming model (¢,) and (ii) explicit coordination of tasks be-
tween threads in a shared memory programming model (c¢).
That is, the complexity of the each parallel algorithm ele-
ment here can be generally characterized as O(s‘”Tml + ¢n)



time and O(2¢22L + ¢;) time for the distributed and shared
memory model components, respectively.

The loop in line 3 of parallel_ag_gen has a serial com-
plexity of O(EFAP). Distributing the processing across n
nodes results in a parallel time complexity of O(% +
¢n). Recall that the serial implementation of the match
function runs in O(log FAT). The parallel version of the
match function has no loop-carried dependencies, and its
complexity is O(% +c¢¢) time. As we did not parallelize
the loop in line 8 of parallel_ag_gen, its time complexity is
O(E(ferAl | (),

The while loop explores every state in the ultimate state
space S, but in a distributed fashion that partitions the set
to be processed by n nodes. The parallel time complexity

logFal
for lines 5-10 accordingly is O(M + ¢n). Thus,

SE(FAY +¢p) +en).

n

parallel_ag_gen has a complexity of O(

3.3 Discussion and Future Work

Practical generation and analysis of attack graphs for large
networks in realistic threat landscapes require techniques
that conquer scalability challenges. Enterprise networks con-
sist of thousands or millions of diverse and complex assets.
The National Vulnerability Database (NVD) has approxi-
mately 75,000 unique CVE vulnerability descriptions [2].

Our approach to scalable attack graph generation exploits
concurrency inherent in the serial algorithm. A similar ap-
proach, relying on a multi-agent platform, engages a dis-
tributed memory programming solution to generate attack
graphs [5]. The result relies on an implementation strategy
minimizing performance penalties introduced by communi-
cation and coordination between computing elements. Dis-
tributed memory models of parallelism use message passing
to synchronize and coordinate program execution, but at a
cost in node-to-node communication. The Message Passing
Interface (MPI) is a low level programming library that im-
plements the distributed memory model for parallel comput-
ing [1]. Shared memory programming models incur overhead
in the explicit management and avoidance of race condi-
tions and other synchronization hazards. OpenMP extends
the C programming language to implement shared memory
programming while handling locking and mutexes automat-
ically [3]. The implementation we pursue blends MPI and
OpenMP for a hybrid parallel computing solution.

Hardware is also influential in the implementation of a
parallel computing solution. We plan to deploy our parallel
attack graph generation software on a heterogeneous com-
pute node cluster (under development), each of 12 nodes
consisting of a CPU, two Many Integrated Core (MiC) pro-
cessors, and a Field Programmable Gate Array (FPGA).
Experimentation with configurations and deployment across
the nodes’ compute platforms will provide insights on how
to exploit the differential capabilities of each node.

Finally, this effort sets the stage for a similar one in attack
graph analysis. Several techniques have been proposed to
reveal unsafe states, viable attack chains and critical paths
in attack graphs. Where attack graphs contain millions of
nodes, analysis will confront similar, if not more severe, scal-
ability issues. Lessons learned in scalable attack graph gen-
eration must be explored and translated to attack graph
analysis to fulfill the promise of using attack graphs to de-
rive meaningful security intelligence for large networks.

4. CONCLUSIONS

Scalable attack graph generation is a challenge for large
networks. State space explosion in the presence of high asset
and exploit counts mandates an approach engaging paral-
lelism and high performance computing. Opportunities ex-
ist to exploit concurrency in generation algorithms. A paral-
lel algorithm that combines distributed and shared memory
models offers improved time complexity characteristics.
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