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ABSTRACT
A network hacking attack in which hackers repeatedly

steal password hashes and move through a computer net-
work with the goal of reaching a computer with high level
administrative privileges is known as a pass-the-hash attack.
In this paper we apply graph coarsening on graphs obtained
from computer network data for the purpose of (a) detecting
hackers using this attack and (b) assessing the risk level of
the network’s current state. We repeatedly contract edges
(obtaining a graph minor), which preserves the existence of
paths in the graph, and take powers of the adjacency matrix
to count the paths. This allows us to detect the existence
of paths as well as find paths that have high risk of being
exploited by adversaries.

1 Introduction
Pass-the-hash is a common advanced persistent threat

technique that takes advantage of a feature in Windows
security that is designed to allow single sign-on. When a
user logs into a Microsoft Windows system, their password
is passed through a Hash function (it is hashed) and this
hashed value is authorized against the hash value that was
stored when you created the password. If a hacker has ac-
cess to the hashed password, they can bypass the conversion
of the cleartext password to the hashed value and just use
the hashed value to gain access to other systems. Once
they have a privileged account, e.g. Administrator, they
can obtain access to additional hashed passwords and move
through the network continually escalating privileges.

A cybersecurity network can be modeled formally as a
graph, where the nodes are machines on the network and the
edges are communications between machines. In principle,
in a physically connected network, any machine can com-
municate with any other. However, execution of a pass-the-
hash attack poses additional constraints; namely to move
laterally through the network, the credential in the creden-
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Figure 1: Example reachability graph

tial store of the machine initiating the login must match a
local administrator credential on the machine being logged
into. We define the reachability graph as the subgraph of
the enterprise network topology created by starting with all
nodes that have high value credentials (e.g. domain con-
troller) and recursively adding edges to machines that meet
these criteria. Figure 1 provides an example where machines
are represented by rectangles. For simplicity and without
loss of generality, it assumed that there is one local adminis-
trator (LA) and one value in the credential store (CS) which
are logically distinct identities (in actuality there are multi-
ple credentials, including local administrators). The figure
shows all paths along the reachability graph to a“high value”
credential represented by the number 9.

In real-world networks, this is a highly dynamic model as
every time someone logs into a machine a new credential is
stored in the credential store and they expire after a certain
time-to-live.

Our eventual goal is to use graph theory and matrix algo-
rithms to answer two questions:

• (detection) has somebody tried to use pass-the-hash in
some past time window, and
• (risk level) how vulnerable is the network to a pass-

the-hash attack at the moment?

In order to answer these questions we must be able to detect
paths in a graph representation of the computer network.
In this paper we describe the coarsening method via graph
minors that we have developed to count walks in a cyber-
security graph. We also mention a way to use the symbolic
adjacency matrix of a graph to find paths. We note that oth-
ers have used techniques from graph theory to tackle prob-
lems in cybersecurity [5, 6]. However, in these papers the



authors use different graph models and are asking different
questions.

In Section 2 we give the two graph representations, one
for each of the questions above, and discuss current graph
and matrix sparsification techniques. We mention the lim-
itations that these sparsification techniques have in being
applied to solve this problem. Then, in Section 3 we de-
scribe our methods for compressing (coarsening) the graph
in order to count the number of paths, as well as a tech-
nique to keep track of the actual paths themselves. Next,
we discuss the performance of this technique when applied
to various classes of graphs in Section 4. Finally we conclude
in Section 5 with some future directions for this work.

2 Background
2.1 Data and Network Model

We obtained real-world enterprise network traffic data
from a seven month period on the Pacific Northwest Na-
tional Laboratory network in the form of Windows event
logs. Each client on the network logs its events, which are
then collected on an enterprise server. The event logs con-
tain information about processes, behaviors, and inter work-
ings of the workstations and servers, and are stored in a
somewhat unstructured and non-uniform text block. Mem-
bers of our team were able to normalize the data and find the
common components of each event including source IP, host
IP, timestamp, event ID, event log type, hostname, user, do-
main, and logon type. We take these new normalized events
and create a graph to represent the network traffic during a
given period of time.

Our first model is a graph, GD = (VD, ED), in which the
vertices are the IPs in the network (all IPs that show up
in the event logs as either source or host IP), and there
is an edge 〈u, v〉 ∈ E if there is an event log in which
Source IP = u and Host IP = v. We will refer to this graph
as the detection graph since this model will aid in solving the
detection problem. We aim to detect paths which begin out-
side the network and terminate at an IP containing a high
level credential. These paths can be labeled as “at risk”, and
flagged for further exploration by a network administrator.

In order to solve the risk level problem we must have a
slightly different graph, GR = (VR, ER), the aforementioned
reachibility graph. Again, the vertices are all IPs in the net-
work, so VR = VD = V . However, we must include many
more edges to determine a level of risk. Given the creden-
tial currently held by the adversary, they may make a jump
to any other computer that has this credential (with local
administrator privileges) stored on it. Therefore, we must
infer a credential store from the event logs. This will be a
function, C, from vertices (IP addresses) to subsets of users.
If there is an event with Source IP = u, Host IP = v, and
User = X then we may infer that X ∈ C(u) and X ∈ C(v).
Once we have the credential store map, we create an edge
〈u, v〉 ∈ ER if C(u)∩C(v) 6= ∅. As we mentioned in Section
1, credentials have a time-to-live, which allows them to ex-
pire on a particular IP. So the credential store, and therefore
the edges, will be dynamically changing.

The detection graph for one day of our real-world data
contained 5,899 IP addresses and 34,234,966 〈source,host〉
entries, but many edges are repeated (same 〈source,host〉
with different timestep, user, etc.). After collapsing paral-
lel edges we were left with 23,377. Additionally, we must
include IP addresses which contact the network from the

outside. This can add on the order of millions more IP
addresses. Because of this it may not be feasible to per-
form our path search on the full graph. We were therefore
motivated to consider graph sparsification and approximate
matrix operation techniques.

2.2 Sparsification Techniques
In graph sparsification, researchers typically attempt to

approximate a dense graph with a sparse graph which ap-
proximates, for example, every cut [1] or every eigenvalue [8]
to some small multiplicative constant. A typical method for
graph sparsification is random sampling of edges given some
probability distribution. The distribution would depend on
the properties that one wants to approximate. However, be-
cause this method removes edges it is highly likely that it
will destroy many paths. It’s true that if the graph starts out
connected and remains connected after sparsification we still
have at least one path between all pairs of vertices. How-
ever, we may not have a good approximation to the shortest
path or the number of paths that exist between two vertices,
for example.

One may also consider matrix sparsification. Instead of
sampling edges of the graph we sample entries of the adja-
cency matrix (recall that an adjacency matrix has rows and
columns indexed by vertices, aij = 1 if 〈i, j〉 ∈ E, and 0
otherwise). In [4] Drineas, Kannan, and Mahoney describe
two algorithms for matrix sparsification that allow one to
approximate the product of two matrices, i.e., given matri-
ces A and B, sample from them to get C and R such that
CR is a good approximation for AB. Getting a good ap-
proximation for the product of matrices is a good first step
to counting paths since one can count walks of length k by
raising the adjacency matrix of a graph to the kth power.
In the first method, C is created by sampling columns from
A, and we sample rows from B to create R. This provides
a good approximation for AB, however it does not allow us
to approximate odd powers of an adjacency matrix. The
second method creates both C and R by changing some en-
tries of A and B to zero based on a probability distribution.
This leads to the same problem as in graph sparsification, it
destroys paths.

3 Our Methods
3.1 Preserving Paths Using Graph Minors

As mentioned in Section 2.2, current graph and matrix
sparsification techniques focus on removing edges (or ma-
trix entries) based on some probability distribution. This
process can easily destroy the existence of some paths in the
graph. Though it may speed up certain graph algorithms, it
removes the one property of the graph that we are interested
in. Therefore, we sought to make the graph smaller in some
sense, but not destroy the existence of paths. We do this by
coarsening, through the use of graph minors. The idea of
graph coarsening is not new. It has been extensively used
in multilevel solvers for example (e.g., see [2, 7]). However,
we believe that a coarsening method like this has not been
used to aid path detection in addressing Advanced Persis-
tent Threat attacks such as the pass-the-hash attack.

Graph minors are a topic covered in many introductory
graph theory textbooks (e.g., [3]) so we give only the basic
definition here. Given an undirected graph, G = (V,E), and
a pair of vertices u, v ∈ V so that e = 〈u, v〉 ∈ E, we create
a new graph G/e = (V ′, E′). Remove both u and v from V
and add in a new vertex, uv, so V ′ = (V r {u, v}) ∪ {uv}.



Then remove all edges that involve u or v, and connect uv
to all of the former neighbors of u and v. The new edge set,
E′, is given by

E′ = (E r {〈x, u〉 , 〈x, v〉 : x ∈ V })∪
{〈x, uv〉 : 〈x, u〉 ∈ E or 〈x, v〉 ∈ E, and x 6= u, v}.

The definition for directed graphs is nearly identical, but we
must respect the direction of the edges involving u and v.
See Figure 2 for an example of a single graph minor step
(i.e., a single edge contraction).

u

v
uv

Figure 2: Example graph minor. If loops and multi-edges
are allowed then we include the dashed edges and self loop.

It’s clear that, at least in undirected graphs, performing
an edge contraction preserves paths in the graph. Consider
an a ; b path of length k + 1, Pab = [a, v1, v2, . . . , vk, b],
and contract an edge along that path, ei = 〈vi, vi+1〉. Then
there is a nearly identical a ; b path of length k in G/ei,

P ′
ab = [a, v1, v2, . . . , vivi+1, . . . , vk, b].

This is exactly Pab where [vi, vi+1] has been replaced by the
new vertex vivi+1. In addition, if there is no a ; b path in
G then there can be no a ; b path in G/e, for any e ∈ E(G).
Note, however, that the number of paths will almost surely
change.

In many graph coarsening and partitioning methods the
goal is to minimize some cut metric in the graph [2]. Ver-
tices are partitioned into disjoint groups and each group is
contracted into a single vertex in the same way that we de-
scribed a single edge being contracted. The way in which
the vertices are partitioned depends on the end goal of the
partitioning. We take a slightly different approach by con-
tracting a single edge at a time based on the degrees of the
endpoints. The hope is to affect as few paths as possible.
Currently we choose an edge which minimizes the sum of
the degrees of the endpoints, but we realize there may be
other ways of choosing the edge, e.g., number of common
neighbors of the endpoints or betweenness centrality of the
edge.

3.2 Counting and Finding Walks
It’s well known that if A is the adjacency matrix of a

(directed or undirected) graph then the (i, j) entry of Ak is
the number of walks (paths in which vertices and edges may
be repeated) from i to j in G. So if we take the sum of the
powers of A,

Wk(G) =

k∑
`=1

A`, (1)

we get the number of walks from i to j of length ≤ k. We
will be using this matrix to assess the performance of the
minors/coarsening method for approximate the number of
walks in a graph.

We can also use the adjacency matrix to keep track of
what the walks are, but we must use a symbolic adjacency
matrix. Let S be a matrix in which the entries are zero or
formal variables

sij =

{
xij 〈i, j〉 ∈ E
0 〈i, j〉 /∈ E.

Then, entries in Sk will aid in identifying the walks and
paths. For example, if we have

x2
1,2x2,1 + x1,2x2,3x3,2 + x1,2x2,4x4,2 + x1,3x3,4x4,2

as the (1, 2) entry in S3 then we know that there are three
walks, [1, 2, 1, 2], [1, 2, 3, 2], and [1, 2, 4, 2], and one path,
[1, 3, 4, 2], of length 3 from vertex 1 to vertex 2.

This method is, of course, quite memory intensive since
these polynomials get large quickly. However, for finding
short paths this can be feasible.

4 Early Results
Given an undirected graph, G = (V,E), we perform edge

contractions successively. For various values of m, the num-
ber of edges contracted, we calculate W`(Gm), as defined in
(1), where Gm is the graph after contracting m edges. We
wish to compare this to the actual number of walks, W`(G).
However, the matrix of walks for Gm is of smaller dimen-
sion than the matrix for G so we cannot immediately do
a comparison like taking the norm of their difference. We
note that there are some vertices in Gm which do not have
a counterpart in G, those vertices that were created as a
result of contracting an edge. There are also vertices in G
that are not in Gm, those that were removed when an edge
was contracted. But there is a set, Vm, of vertices which
occur in both Gm and G. We keep track of the association
for each vertex (in original graph, result of contraction, re-
moved from graph) as we go along, so as to keep track of
Vm throughout the process.

We first calculate W`(Gm) and W`(G) to get the counts
for all vertex pairs, then we restrict the rows and columns
of both matrices to just those vertices in Vm, giving us
W`(Gm)|Vm and W`(G)|Vm . Since there are fewer vertices
in Gm than there are in G we expect that there will be fewer
walks as well, so comparing the actual number of walks may
be misleading. Instead we will compare the number of walks
between each pair of vertices as a percentage of the total
number of walks in the graph. In other words, we compare

W`(G)

||W`(G)||1

∣∣∣∣
Vm

and
W`(Gm)

||W`(Gm)||1

∣∣∣∣
Vm

,

where ||·||1 is the L1 norm of the matrix (sum of the absolute
value of the entries). Let

D`,m :=
W`(G)

||W`(G)||1

∣∣∣∣
Vm

− W`(Gm)

||W`(Gm)||1

∣∣∣∣
Vm

.

The (i, j) entry of D`,m is the number of walks of length ≤ `
from i to j in G as a percentage of the total number of walks
of length ≤ ` minus the same quantity for Gm. Our hope
is that the average of the absolute values of the entries in
D`,m is small meaning that these percentages are typically
quite similar.

We have done this for both random graphs (Erdős-Rényi
and scale-free) and subgraphs of our network graphs. The
results from random graphs with ` = 20 and |V | = 1000 are
shown in Figure 3. Note that our measure of error appears to
grow like a polynomial for both the Erdős-Rényi and scale-
free random graphs, but the error is much lower for Erdős-
Rényi. In Figure 4 we show the data for subgraphs of the
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Figure 3: Average of the absolute values of the entries of
D20,m, with m = 20, 40, . . . , 480, for an Erdős-Rényi (p =
0.5) and scale-free random graph with |V | = 1000.

real network data for ` = 10 and various values of |V |. We
created the detection graph, GD, and randomly chose ver-
tices from VD (choose each vertex with some probability p)
to be the vertex set for an induced subgraph of GD. We did
this random process multiple times with various values of p
to get vertex sets of different sizes. Notice that the shape
of the plots in Figure 4 most resemble that of the scale-free
plot in Figure 3.

5 Conclusion
We believe that graph coarsening via minors gives us a

good approximation of the number of paths in a given graph.
In the future we would like to extend this research by test-
ing on larger graphs and directed graphs. As mentioned in
Section 3.1 we will also experiment with different schemes
for choosing which edges to contract. In addition, we have
not used any information about what vertices are contained
in the metanodes created by edge contraction. We hope
to look into precomputing paths on the metanodes prior to
contracting and using that information to get more accurate
path counts on the coarser graph.
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