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1 Introduction

1.1 Attack Graphs

To address the rising risks of computing and threats to cybersecurity, vulnerability
analysis modeling is a technique employed by experts to identify weak points
in a system or set of systems. One such modeling approach is to represent
the system or set of systems through graphical means, with system information
encoded into the nodes and edges of the graph. This modeling approach was first
utilized in the 1990s in a format called attack trees, and can be seen through the
works of the authors of [1] and [2]. These attack trees would later be expanded
into attack graphs.

Attack graphs begin with a root node that contains all the current information
of the system or set of systems. From this initial root state, all assets in the
system are examined to see if any single modification can be made, where a
modification is typically a change in system policy or security settings. If a
modification can be made, an edge is drawn from the previous state to a new
state that includes all of the previous state’s information, but now reflects the
change in the system. This edge is labeled to reflect which change was made to
the system. This process is exhaustively repeated, where all system properties
are examined, all attack options are fully enumerated, all permutations are
examined, and all changes to a system are encoded into their own independent
states, where these states are then individually analyzed through the process.

1.2 Compliance Graphs

Compliance graphs are an alternate form of attack graphs, utilized specifically
for examining compliance and regulation statuses of systems. Like attack graphs,
compliance graphs can also be used to determine all ways that systems may
fall out of compliance or violate regulations. These graphs are notably useful
for cyber-physical systems due to the increased need for compliance. As the
authors of [?], [?], and [?] discuss, cyber-physical systems have seen greater
usage, especially in areas such as critical infrastructure and Internet of Things.

The semantics of compliance graphs are similar to that of attack graphs,
but with a few differences regarding the information at each state. While
security and compliance statuses are related, the information that is analyzed in
compliance graphs is focused less on certain security properties, and is expanded
to also examine administrative policies and properties of systems. Since compliance
and regulation is broad and can vary by industry and application, the information
to analyze can range from safety regulations, maintenance compliance, or any
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other regulatory compliance. However, the graph structure of compliance graphs
is identical to that of attack graphs, where edges represent a modification to the
systems, and nodes represent all current information in the system.
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